SprinQcard

NXP SAM AV2

Configuration Toel*" =



Installation

Default directories :

C:\Program Files\SpringCard\SAM_AV2_ Tool\
contains the software : “Configuration_SAM_NXP_AV2.exe”

{user_data}\Roaming\SpringCard\Configuration SAM _ NXP_AV2\
contains the configuration file: “Configuration_SAM _NXP_AV2.ini” (remembers
directories and keys)
\Data: should contain all the project files created with the software

\Log: log files created by the software
It is strongly recommended to cypher the whole directory once keys are written in
the SAMs, to keep them safe.
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The Welcome Form

A quick note on project files :

A project file contains all the keys that will be written to a SAM (including the
SAM Master Key)

Each type of SAM (reading SAM / writing SAM) needs a different project file
But the same project file can be downloaded to several SAMs.

The first time, choose “Create a new project file”, then “OK”

@ Create a new project file

Open a recent project file

Browse to select another project file
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w1 NE Key ENtries

to expand

-

a5 SpringCard NXP SAM Tool - {New file}

File

SAM

Help

SpringCard NXP SAM Tool

66 3DES/CRCIG Version A: 00 Key A: Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
67 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
68 3DES/CRCI6 Version A: 00 Key A: 0000000000000000&)@000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
69 3DES/CRCI6  Version A: 00 Key A: 000000000000000000000Q0000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
6A 3DES/CRCI6 Version A: 00 Key A: mooomoooootmooooo«mbcgoomoo Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
6B 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
6C 3DES/CRCI6 Version A: 00 Key A: DOOOOOOOOOOOOOOOOOOOOOOOOOO&O Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
6D 3DES/CRCLE  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
6E 3DES/CRC16  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
6F 3DES/CRCI6 VWersion A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
70 3DES/CRCIG  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
71 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
72 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
73 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
74 3DES/CRCLG  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
75 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
76 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
77 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
78 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
79 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
TA 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
7B 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
7C 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
7D 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
7E 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
7F 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
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A view on Key Entry detalls

i ™y
all SpringCard NXP SAM Tool - {New file} E=NEEE S

File  SAM  Help

SpringCard NXP SAM Tool

00 -
Vers Value Rand Write to SAM I:| Random for every SAM El
Pos A 00 0O000000000000000000000000000000 D Key Type 3DES/CRCIE = Key Number to Change Entry 00 DESFire Keyn® 00 Diversification mandatory [ Keep IV [C] 3
Pos B 00 0O000000000000000000000000000000 D Key Class  Host Key - Key Vers to Change Entry 00 Host Auth. Key [ Disable Key Entry [] Disable Encipher Data ]
PosC 00 00000000000000000000000000000000 D DESFire Appl. 1D 0DOODO Key Usage Counter 00 Dump Session Key [ SAM Lock [T]  Disable Writing to PICC [T W
01
Vers Value Rand Write to SAM I:| Random for every SAM El
Pos A 00 0O000000000000000000000000000000 D Key Type 3DES/CRCIE = Key Number to Change Entry 00 DESFire Keyn® 00 Diversification mandatory [ Keep IV [C]
Pos B 00 0O000000000000000000000000000000 D Key Class  Host Key - Key Vers to Change Entry 00 Host Auth. Key [ Disable Key Entry [] Disable Encipher Data ]
PosC 00 00000000000000000000000000000000 D DESFire Appl. 1D 0DOODO Key Usage Counter 00 Dump Session Key [ SAM Lock [T]  Disable Writing to PICC [T
02
Vers Value Rand Write to SAM I:| Random for every SAM El
Pos A 00 0O000000000000000000000000000000 D Key Type 3DES/CRCIE = Key Number to Change Entry 00 DESFire Keyn® 00 Diversification mandatory [ Keep IV [C]
Pos B 00 0O000000000000000000000000000000 D Key Class  Host Key - Key Vers to Change Entry 00 Host Auth. Key [ Disable Key Entry [] Disable Encipher Data ]
PosC 00 00000000000000000000000000000000 D DESFire Appl. 1D 0DOODO Key Usage Counter 00 Dump Session Key [ SAM Lock [T]  Disable Writing to PICC [T

03 3DES/CRC16  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 WVersion C: 00 Key C: 00000000000000000000000000000000
04 3DES/CRC16  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 WVersion C: 00 Key C: 00000000000000000000000000000000
05 3DES/CRC16  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 WVersion C: 00 Key C: 00000000000000000000000000000000
06 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 WVersion C: 00 Key C: 00000000000000000000000000000000
07 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
08 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 WVersion C: 00 Key C: 00000000000000000000000000000000
09 3DES/CRC16  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000 57
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Choosing the PC/SC Reader

The Reader selection Form appears the first time you try to communicate
with a SAM (click on “Rand” on a Key Entry, get SAM information, write to

the SAM, etc .. )\

£l SpringCard NXP SAM Tool - {New file}

Please select the reader :
This application mmunicates rlhth rtcards or contactless cards through a PC/SC reader. i you dont see the
reader you wisht th list, plea h krt c:t ally plu gg d and click "Refresh”.

SpringCard C5E Contact 0
SpringCard CSB Contactless 0

= SpringCard CSB SAM A D
SpringCard C5B SAM B 0
SpringCard CSB SAMC 0
SpringCard Proxc™'Roll Contactless

[] Re-connect automatically to the same reader next time

springcard




Reader Selection Form

Select the reader containing the SAM

Reader selection

Please select the reader -

This application communicates with the smartcards or cortactless cards through a PC/SC reader. i you don't see the
reader you wish to use in the list, please check t is actually plugged-n and click "Refresh”.

SpringCard CSE Contact [
inaCard C5E Contactless 0
= SprngCard C5B SAM AD

SpringCard CSB SAM B 0
SpringCard CSB SAMC 0

SpringCard Prox’N'Roll Contactiess 1 Click “OK” when
finished

Re-connect automatically to the same reader nexd time I QK 4 Cancel

Click on Refresh to list all the Check to automatically use this PC/SC
PC/SC readers again reader every time you use the software
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Switching to another reader

-

3= SpringCard NXP SAM Tool - {New file} =R X

File SAM  Help

SpringCard NXP SAM Tool

00 3DES/CRCI6 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C: i

01 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
02 3DES/CRCI6 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

m

03 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

04 3DES/CRCI6 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

05 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

06

Vers Value Rand Write to SAM [ Random for every SAM (]
Pos A 00 00000000000000000000000000000000 C] Key Type 3DES/CRCIE - Key Number to Change Entry 00 DESFire Keyn® 00 Diversification mandatory 1 Keep IV []
PosB 00 00000000000000000000000000000000 E] Key Class  Host Key - Key Vers to Change Entry 00 Host Auth. Key (] Disable Key Ertry [—] Disable Encipher Data []
PosC 00 00000000000000000000000000000000 E] DESFire Appl. ID - 000000 Key Usage Counter (0 Dump Session Key ] SAM Lock [C] Disable Writing to PICC [T

07 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

08 3DES/CRCI6 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

09 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

0A 3DES/CRCI6 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

0B 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

0C 3DES/CRCI6 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

0D 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

OE 3DES/CRCI6  Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

OF 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

10 3DES/CRCI6  Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:
11 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

12 3DES/CRCI6  Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

13 3DES/CRCI6  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

14 3NFS/CRCOIA Versinn A: 00 Kew A Vercinn R: (00 Kew R: Verion C: () Kew (2

SpringCard CSB SAMA D

Click on the name of the selected
PC/SC reader to change it

Springc



Three different values per
Key Entry

Each value must have a
specific version

Ve Value Rand Write to SAM |/ Random for every SAM
Pos A 0D GOCABSF103B1B120FBSAAEFTEEDO30D Key Type  AES - Key Mumberto Change Ertry 00 DESFire Keyn®™ 00 Diversification mandatory (¥ Keep IV
FosB 01 G36FASBTI7FE2BACCTIDG0RSE530CATE | Key Class  Offline Crypto Ke = Key Vers to Change Entry 00 Host Auth. Key Disable Key Entry Disable Encipher Data
PosC 02 RF7B9583402945F 1DCBGDEBS064070CE | DESFire Appl. 1D 000000 Key Usage Courter (0 Dump Session Key 5AM Lock Disable Writing to PICC

Click here to get random numbers
from the SAM (it must be inserted
in a reader before), in order to
generate random keys
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Global Configuration (1/3)

Key Entry O:

It should be the main key, with which
authentication is mandatory, to modify the values
of all the other keys

“Key Type” should be “AES”
“Key Class” should be “Host Key”

“Sam Lock” should be checked to ensure
authentication after each reset

SPring



Global Configuration (2/3)

Key Entry 1:

Best practice: use it as the “lock/unlock” key, to
access the keys in the SAM, without modifying
them

“SAM Lock” should be checked
“Key Type” should be “AES”
“Key Class” should be “Host Key”

SPring



Global Configuration (3/3)

Other Keys :
can be Mifare, AES, or 3DES keys
can be offline crypto keys or PICC keys

can be used to secure the content of a card (example:
AES-PICC key for Mifare Plus SL3 or DESFire)

can be used to perform offline cryptographic operations
(example: make the SAM decipher data read on a card)

SPring



Key Entry Options (1/8)

Write to SAM

Must be checked if the Key has to be written to
the SAM

Random for every SAM

If checked, the key values will be different for
every SAM (read the log files to know the keys) —
NOT RECOMMENDED

SPring



Key Entry Options (2/8)

Key Type

3DES/CRC16 — recommended for Mifare Classic and Mifare Plus
SL1 diversification keys

3DES/CRC32

AES — recommended for SAM Keys, PICC Keys (DESFire, Mifare
Ultralight C, Mifare Plus SL3) and Offline Crypto Keys

Mifare Key — for Mifare Classic and Mifare PLUS SL1 sectors
TDEA ISO 10116

SPring



Key Entry Options (3/8)

Key Class
Host Key: used for Host authentication

PICC Key: used with Mifare Cards
Offline Change key: used for offline preparation of change key entry cryptogram
Offline Crypto Key: used for general purpose cryptographic operations

DESFire Appl. ID
DESFire AID linked to this Key Entry
Can be left to its default value (“000000”)

DESFire Key n°
Used to build a table of keys, linked to a DESFire AID

Can be left to its default value (“00”)

SPring



Key Entry Options (4/8)

Key Number to Change Entry
Key entry number, with which the host must be authenticated, before changing this key value
We'll call it the “referenced” key entry

Key Vers to Change Entry

Version of the key in the “referenced” key entry, with which the host must be authenticated, before changing
this key value

It is recommended to keep those values to “00”, so that by authenticating with the SAM Master Key (key entry 00
—version 00), all key entries can be changed

If changes are made on those fields:
Changing this Key Entry will be not be possible anymore with a prior authentication with the SAM Master Key
Prior authentication must be performed with the “referenced” key

“Host Auth. Key” must be checked on the “referenced” key entry

SPring



Key Entry Options (5/8)

Key Usage Counter
Reference number for a counter in the KUC table

Can be left to its default value (“00”)

Host Auth. Key
For key entry 00: must not be checked

For another key entry: must be checked if authentication
with this key entry is mandatory to change another key

entry
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Key Entry Options (6/8)

Dump Session Key
Must be checked if this key needs to be downloaded

Example: Download an AES PICC Key from the SAM and
and use it to personalize a Mifare Plus SLO card

Diversification mandatory

Must be checked if the key has to be diversified (only for
PICC or Offline Crypto keys)
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Key Entry Options (7/8)

Disable Key Entry
Must not be checked if this key needs to be used
There's no need to disable a key that won't be written in the SAM

If a key is disabled, it can be re-enabled again

SAM Lock

For key entry 00: must be checked to ensure host authentication after
each reset

For other key entries: must be checked if this key is to be used to
lock/unlock the SAM (best practice: use key entry 01 to lock/unlock the
SAM)

SPring



Key Entry Options (8/8)

Keep IV
Must be checked to avoid resetting the Initialization Vector at each cryptographic operation
Check it only for DESFire cards (AES - PICC keys)

Disable Encipher Data
Must be checked to prevent enciphering data with this key

Use this option only with Offline Crypto Keys, in SAMs that only need to read data from cards
(and not write data to cards)

Disable Writing to PICC
Must be checked to prevent writing this Key to a PICC

Use it only with DESFire AES reading keys, in SAMs that only need to read data (and not write
data)

SPring



Working with different project
files (Configurations

e

g5l SpringCard NXP SAM Tocl - {New file}

Use the “File” tab to |
save your project files< i

File

SAM

Help

Mew Configuration

|y Load Configuration
Switch to Edition Mode <]

A Save Configuration

ol

Key A: 0000000000000000000000¢

Key A: 0000000000000000000000¢

or open existing ones.

l\ Save Configuration As

Key A: 0000000000000000000000¢

Exit Key A: 0000000000000000000000(
B6A 3DES/CRC1E Version A: 00 Key A: 0000000000000000000000¢
6B 3DES/CRC16  Version A: 00 Key A: 0000000000000000000000¢
6C 3DES/CRC1G Version A: 00 Key A: 0000000000000000000000¢
60 3DES/CRC16 Version A: 00 Key A: 0000000000000000000000¢
6E SDES/CRCIE Version A: 00 Key A: 0000000000000000000000¢
6F 3DES/CRCIE Version A: 00 Key A: 0000000000000000000000¢

Important note :

When opening an existing project
file, click on “Switch to Edition
Mode” to be able to modify it.
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Writing your keys to the
SAM

Choose the appropriate option (write to a SAM or several SAMs).
If the SAM is in AV1 mode, it will be switched to AV2

m

) SpringCard MXP SAM Tool - EMPTYSAM.cfg
File [ SAM | Help
Sp | Write Current Configuration to the SAM
Write Current Configuration to several SAMs
iU 3 LUUUUUUUUUUUUY vErIun B uw ney o eI i u ney s
1€ 3 e I00000000000000  Version B: 00 Key B: 00000000000000000000000000000000  Version 00 Key C: 00000000000000000000000000000000
Get SAM Information

1F 2 View Log I00000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
20 - Version B: 00 Key B: Version C: 00 Key C:

21 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

22 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

23 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

24 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

25 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

26 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

27 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

28 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

29 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

2A 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

2B 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

2C 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

2D 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

2E 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

2F 3DES/CRC16 Version A: 00 ey A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
30 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

31 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

32 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

33 3DES/CRC16 Version A: 00 Key A: Version B: 00 Key B: Version C: 00 Key C:

34 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
35 3DES/CRCLG Version A: 00 ey A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
36 3DES/CRCLE Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
27 INCCHDAIE  Veecine A.nn Ve AL Ueerinm D. A Ve Dl Vet 0N Vo

SpringCard CSB SAM A O

W

All keys in blue will then be written in the SAM (including the SAM Master Key, if selected)
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Authenticating with Master
Key before writing keys

Enter the value of the Key

y - 00000000000000000000000000000000

Enter the |n|t Vector it-Wector | 00000000000000000000000000000000 :
: *  KeeplV [3 Check if IV must be kept

SAM Key Version 00

Enter the Key Type

Enter SAM Key Entry and Version

This form appears just before writing keys in a (or several) SAM(s).
Enter the value of the SAM Master Key
Factory default is “00000000000000000000000000000000”
There's no need to change the IV parameters (keep them as default)
SAM Key Entry and SAM Key Version must match with the value which has been previously

entered in the SAM
SPring



At the end of the process

All the “blue” keys (“Write To SAM” option checked) have been transferred
On this example, the SAM Master Key has been changed (key entry 00)

=> Next time, authenticate with this new key value

m

o5 SpringCard NXP SAM Tocl - EMPTYSAM.cfg

File 5AM  Help

SpringCard NXP SAM Tool

oo AES Version A: 00 Key A: 9E2473E8DDD7D0B00847C747CTAEN648 Version B: 01 Key B: 1IEBA721BEFBE7998A58261CAF294B953B Version C: 02 Key C: 71F9AD07295E13CBASBAG03FCS4BTCSE
01 3DES/CRCIG6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
02 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
03 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
04 3DES/CRCI&6 Wersion A: 00 Key A: 00000000000000000000000000000000 WVersion B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
05 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
06 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
o7 AES Version A: 01 Key A: SAE6265EBEA0T773C02A4157219C0EE4 Version B: 02 Key B: 299F1268247D7C5C93A5CED59DABF640 Version C: 03 Key C: OEC1C2CFFBE3A9DE78F6058A879500ED
08 3DES/CRCIG  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
09 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
QA 3DES/CRCIG Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
OB 3DES/CRCIE Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
0C 3DES/CRCIG  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
0D 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
OE 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
OF 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
10 AES Version A: 01 Key A: 52F938BC244F03D570DFOC344F40874E Version B: 02 Key B: FBCCC150F40A8D6BFAECFCEICBDAADAF Version C: 03 Key C: BD65D54ATCAD4T702B48BCF3ABD958214
11 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
12 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
12 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
14 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
15 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
16 3DES/CRC16  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
17 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
18 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
19 3DES/CRCI6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
SpringCard CSB SAM A D Transfer complete

.

Click here to view the log
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When writing the keys to

several SAMs

=

ol SpringCard MXP SAM Tool - EMPTYSAM.cfg

File

SAM

Help

SpringCard NXP SAM Tool

m

1F 3DES/CRC16  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

20 ZDES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 000000000000000000( ion C: 00 Key C: 000000000000(

21 ZDES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
22 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 000000000000( Version C: 00 Key C: 0000000000000

23 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
24 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 000000000000( ion C: 00 Key C: 000000000000(

25 ZDES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 0000000000000

26 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 000000000000( ion C: 00 Key C: 000000000000(

27 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
28 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 000000000000( Version C: 00 Key C:

29 3IDES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C:

2A ZDES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 000000000000000000( ion C: 00 Key C:

2B 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
2C 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 000000000000( Version C: 00 Key C: 000000000000(

2D 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 0000000000000

2E 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 000000000000( ion C: 00 Key C: 0000000000000

2F 3DES/CRC1E6 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

30 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 000000000000( ion C: 00 Key C: 000000000000(

31 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000
32 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 000000000000( ion C: 00 Key C: 000000000000(

33 3ZDES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 0000000000000

34 3DES/CRC16 Version A: 00 Key A: 0000C 10C 10C 100 Version B: 00 Key B: OC 10C 10000000 Version C: 00 Key C: 0000000C 10C 10
35 3DES/CRC1G  Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

36 3DES/CRCI6  Version A: 00 Key A: 00000 0L 0L 100 Version B: 00 Key B: 0C 0L 10000000 Version C: 00 Key C: 0000000¢ 100 10
37 3DES/CRC16 Version A: 00 Key A: 00000000000000000000000000000000 Version B: 00 Key B: 00000000000000000000000000000000 Version C: 00 Key C: 00000000000000000000000000000000

38 3DES/CRCL6 Version A: 00 Key A: 0000C 10 10 100 Version B: 00 Key B: 0C 10 10000000 Version C: 00 Key C: 0000000C 10 10

SpringCard CSE SAM A D

Please insert a SAM

Stop Transfer

Follow the instructions

Click here to stop the transfer
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DISCLAIMER

This document is provided for informational purposes only and shall not be construed as a commercial offer, a license, an advisory, fiduciary or professional relationship between Pro-Active and
you. No information provided in this document shall be considered a substitute for your independent investigation.

The information provided in document may be related to products or services that are not available in your country.

This document is provided "as is" and without warranty of any kind to the extent allowed by the applicable law. While PRO ACTIVE will use reasonable efforts to provide reliable information, we
don't warrant that this document is free of inaccuracies, errors and/or omissions, or that its content is appropriate for your particular use or up to date. PRO ACTIVE reserves the right to change the
information at any time without notice.

PRO ACTIVE does not warrant any results derived from the use of the products described in this document. PRO ACTIVE will not be liable for any indirect, consequential or incidental damages,
including but not limited to lost profits or revenues, business interruption, loss of data arising out of or in connection with the use, inability to use or reliance on any product (either hardware or
software) described in this document.

These products are not designed for use in life support appliances, devices, or systems where malfunction of these product may result in personal injury. PRO ACTIVE customers using or selling
these products for use in such applications do so on their own risk and agree to fully indemnify PRO ACTIVE for any damages resulting from such improper use or sale.

COPYRIGHT NOTICE

SPRINGCARD, the SPRINGCARD logo, PRO ACTIVE and the PRO ACTIVE logo are registered trademarks of PRO ACTIVE SAS.
All other trademarks are property of their respective owners.
Information in this document is subject to change without notice. Reproduction without written permission of PRO ACTIVE is forbidden.

All information in this document is either public information or is the intellectual property of PRO ACTIVE and/or its suppliers or partners.
You are free to view and print this document for your own use only. Those rights granted to you constitute a license and not a transfer of title : you may not remove this copyright notice nor the
proprietary notices contained in this documents, and you are not allowed to publish or reproduce this document, either on the web or by any mean, without written permission of PRO ACTIVE.

Copyright © PRO ACTIVE SAS 2013, all rights reserved.

EDITOR’S INFORMATION

Published by PRO ACTIVE SAS company with a capital of 227 000 €
RCS EVRY B 429 665 482
NAF 722C
VAT# : FR 27 429 665 482
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