
NXP SAM AV2 
Configuration Tool



Installation
Default directories :

✔ C:\Program Files\SpringCard\SAM_AV2_Tool\
 contains the software : “Configuration_SAM_NXP_AV2.exe”

✔ {user_data}\Roaming\SpringCard\Configuration_SAM_NXP_AV2\
 contains the configuration file: “Configuration_SAM_NXP_AV2.ini” (remembers 

directories and keys)
 \Data: should contain all the project files created with the software
 \Log: log files created by the software
 It is strongly recommended to cypher the whole directory once keys are written in 

the SAMs, to keep them safe.



The Welcome Form
✔ A quick note on project files :

 A project file contains all the keys that will be written to a SAM (including the 
SAM Master Key)

 Each type of SAM (reading SAM / writing SAM) needs a different project file
 But the same project file can be downloaded to several SAMs.

✔ The first time, choose “Create a new project file”, then “OK”



The Key EntriesClick on a Key Entry 
to expand

Scroll up
 or down



A view on Key Entry details



Choosing the PC/SC Reader
The Reader selection Form appears the first time you try to communicate 
with a SAM (click on “Rand” on a Key Entry, get SAM information, write to 
the SAM, etc ...)



Reader Selection Form
Select the reader containing the SAM

Click on Refresh to list all the 
PC/SC readers again

Check to automatically use this PC/SC 
reader every time you use the software

Click “OK” when 
finished



Switching to another reader

Click on the name of the selected 
PC/SC reader to change it



Three different values per 
Key Entry

Each value must have a 
specific version

Click here to get random numbers 
from the SAM (it must be inserted 
in a reader before), in order to 
generate random keys



Global Configuration (1/3)
✔ Key Entry 0:

 It should be the main key, with which 
authentication is mandatory, to modify the values 
of all the other keys

 “Key Type” should be “AES”
 “Key Class” should be “Host Key”
 “Sam Lock” should be checked to ensure 

authentication after each reset



Global Configuration (2/3)
✔ Key Entry 1:

 Best practice: use it as the “lock/unlock” key, to 
access the keys in the SAM, without modifying 
them

 “SAM Lock” should be checked
 “Key Type” should be “AES”
 “Key Class” should be “Host Key”



Global Configuration (3/3)
✔ Other Keys :

 can be Mifare, AES, or 3DES keys
 can be offline crypto keys or PICC keys
 can be used to secure the content of a card (example: 

AES-PICC key for Mifare Plus SL3 or DESFire)
 can be used to perform offline cryptographic operations 

(example: make the SAM decipher data read on a card)



Key Entry Options (1/8)
✔ Write to SAM

 Must be checked if the Key has to be written to 
the SAM

✔ Random for every SAM
 If checked, the key values will be different for 

every SAM (read the log files to know the keys) – 
NOT RECOMMENDED



Key Entry Options (2/8)
✔ Key Type

 3DES/CRC16 – recommended for Mifare Classic and Mifare Plus 
SL1 diversification keys

 3DES/CRC32
 AES – recommended for SAM Keys, PICC Keys (DESFire, Mifare 

Ultralight C, Mifare Plus SL3) and Offline Crypto Keys
 Mifare Key – for Mifare Classic and Mifare PLUS SL1 sectors
 TDEA ISO 10116



Key Entry Options (3/8)
✔ Key Class

 Host Key: used for Host authentication
 PICC Key: used with Mifare Cards
 Offline Change key: used for offline preparation of change key entry cryptogram
 Offline Crypto Key: used for general purpose cryptographic operations

✔ DESFire Appl. ID
 DESFire AID linked to this Key Entry 
 Can be left to its default value (“000000”)

✔ DESFire Key n°
 Used to build a table of keys, linked to a DESFire AID
 Can be left to its default value (“00”)



Key Entry Options (4/8)
✔ Key Number to Change Entry

 Key entry number, with which the host must be authenticated, before changing this key value
 We'll call it the “referenced” key entry

✔ Key Vers to Change Entry
 Version of the key in the “referenced” key entry,  with which the host must be authenticated, before changing 

this key value

✔ It is recommended to keep those values to “00”, so that by authenticating with the SAM Master Key (key entry 00 
– version 00), all key entries can be changed

✔ If changes are made on those fields:
 Changing this Key Entry will be not be possible anymore with a prior authentication with the SAM Master Key 
 Prior authentication must be performed with the “referenced” key 
 “Host Auth. Key” must be checked on the “referenced” key entry



Key Entry Options (5/8)
✔ Key Usage Counter

 Reference number for a counter in the KUC table
 Can be left to its default value (“00”)

✔ Host Auth. Key
 For key entry 00: must not be checked
 For another key entry: must be checked if authentication 

with this key entry is mandatory to change another key 
entry



Key Entry Options (6/8)
✔ Dump Session Key

 Must be checked if this key needs to be downloaded 
 Example: Download an AES PICC Key from the SAM and 

and use it to personalize a Mifare Plus SL0 card

✔ Diversification mandatory
 Must be checked if the key has to be diversified (only for 

PICC or Offline Crypto keys)



Key Entry Options (7/8)
✔ Disable Key Entry

 Must not be checked if this key needs to be used
 There's no need to disable a key that won't be written in the SAM
 If a key is disabled, it can be re-enabled again

✔ SAM Lock
 For key entry 00: must be checked to ensure host authentication after 

each reset
 For other key entries: must be checked if this key is to be used to 

lock/unlock the SAM (best practice: use key entry 01 to lock/unlock the 
SAM)



Key Entry Options (8/8)
✔ Keep IV

 Must be checked to avoid resetting the Initialization Vector at each cryptographic operation
 Check it only for DESFire cards (AES - PICC keys)

✔ Disable Encipher Data
 Must be checked to prevent enciphering data with this key
 Use this option only with Offline Crypto Keys, in SAMs that only need to read data from cards 

(and not write data to cards)

✔ Disable Writing to PICC
 Must be checked to prevent writing this Key to a PICC
 Use it only with DESFire AES reading keys, in SAMs that only need to read data (and not write 

data)



Working with different project 
files (Configurations)

Use the “File” tab to 
save your project files, 
or open existing ones.

Important note :
When opening an existing project 
file, click on “Switch to Edition 
Mode” to be able to modify it.



Writing your keys to the 
SAM(s)

All keys in blue will then be written in the SAM (including the SAM Master Key, if selected)

Choose the appropriate option (write to a SAM or several SAMs). 
If the SAM is in AV1 mode, it will be switched to AV2



Authenticating with Master 
Key before writing keys

Enter the value of the Key

Enter the Init Vector

Enter the Key Type

Enter SAM Key Entry and Version

Check if IV must be kept

✔ This form appears just before writing keys in a (or several) SAM(s).
✔ Enter the value of the SAM Master Key

 Factory default is “00000000000000000000000000000000”
✔ There's no need to change the IV parameters (keep them as default)
✔ SAM Key Entry and SAM Key Version must match with the value which has been previously 

entered in the SAM



At the end of the process

Click here to view the log

✔ All the “blue” keys (“Write To SAM” option checked) have been transferred 
✔ On this example, the SAM Master Key has been changed (key entry 00)

 => Next time, authenticate with this new key value



When writing the keys to 
several SAMs

Follow the instructions Click here to stop the transfer



www.springcard.com
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