PMD19004-AA

sprinQcard

SprINGCARD PC/SC-Like over BLE LiBrary

Developer's Manual

www.springcard.com



http://www.springcard.com/

springcard

PMD19004-AA
page 2 of 22

SeriNGCarD PC/SC-uke over BLE Lisrary - Developer's Manual

Category
Family/Customer
Reference

Status

Keywords

Abstract

File name

Date saved

DocumeNT IDENTIFICATION

Specification

CCID PC/SC Couplers

PMD19004 Version AA
Draft Classification Public

SpringCore, Puck, PC/SC, CCID, BLE, Android, iOs, Java, Kotlin, Objective C, Swift

C:\Users\johann\ownCloud\SpringCard\En cours\[PMD19004-AA] BLE CCID
Mobiles - Developer Manual.odt

09/01/19 Date printed 09/01/19

library for

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS.
All other brand names, product names, or trademarks belong to their respective holders.
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden.



springcard PAID19004-4A

page 3 of 22

SeriNGCarD PC/SC-uke over BLE Lisrary - Developer's Manual

Revision History

Ver. Date Author Valid. by Approv. Details

Tech. Qual. by

AA 07/01/19 JDA Draft

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS.
All other brand names, product names, or trademarks belong to their respective holders.
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden.



Springcarc

PMD19004-AA
page 4 of 22

SeriNGCarp PC/SC-uke over BLE Lisrary - Developer's Manual

CONTENTS

1. INTRODUCTION. ..cututtiieieieeeeeee e e e eeeeeeeeeeeeeeeeeeeeeveaeaan e e ena s 5
L. L. ABSTRACT.ceeeeerrertnuiieeeereeereereresssnnaeseeeeeereresrnneesssnnesssnnns 5
I I I 0T} =) 4 PP PP PPNt 5
1.1.2. Document identification..........cccceevveieriieeecciiieccieee, 5
1.1.3. Architecture OVerVIiEW.......cccoccveeeeeiiiee e 6
1.2. SUPPORTED PRODUCTS...ceeevrrvrrrnnnnneeeeeseesererssssnnnneeeesesssnnnns
1.3. AUDIENCE..uvveueneererennns

1.4. SuPPORT AND UPDATES

1.5. RELATED DOCUMENTS.cevvvveuenneseseeeerererssnnnnnasseseeeseesessnnnnnens 7
1.5.1. PC/SC standard.......... .7
1.5.2. Reference doCUMENTS.......ccccveieeiiiieeiiiiieeeeeeeeeeeeee e, 7
2. GETTING STARTED WITH THE LIBRARY......oeeevieeriecreeeeeenne 8
B R e 1O 1 TP 8
2.1.1. Download the Library and the sample project.............. 8
2.1.2. Compile and test the sample project................. .8
2.1.3. Use the Library in your own project... .8
2.2, FOR ANDROID....utuutueieeieeeieeiereriniieeeeeeeeeereersnnneerssneesenns 8
2.2.1. Download the Library and the sample project.............. 8
2.2.2. Compile and test the sample project.........cccceercveeenennne 8
2.2.3. Use the Library in your own project..........ccceeeevvvveeeenn. 8

2.3, LICENCE POLICY..cevveeevvriniieeeeeeeeeeeeennnnnnns

2.4. GETTING SUPPORT

4., PER-SYSTEM REFERENCE PAGE.......ccctvtrriiiiiiiiiiiiiininenenens 14
4.1, 10OS IMPLEMENTATION. ..uueeeeerrrrerrnsnnieeeeeeseererssrsnnneseneaens 14
4.1.1. Application-driven actions and callbacks..................... 14
4.1.2. Callback fired following a device-initiated event......... 15
4.1.3. Error handling......ccccveeceeeceeiieree e 16
4.2, ANDROID IMPLEMENTATION ¢+ uueseuesurnrnrerrrreeeneeeeeeesessennnnnnns 17
4.2.1. Application-driven actions.........c.ccceeeveeeeivieeecniieeeeennn. 17
4.2.2. Callback invoked on device-initiated events................ 18
4.2.3. Error handling......cccuveeieiieiiiiiiie e 19
5. ADVANCED FEATURES......cotvtiteteeeeecciceieseeee e e een e e 20
5.1, CONTROL METHODS. vvvvvrerererereeeeeesesessesessssensssnssnssnnnsesennes 20
5.1.1. I0S implementation.......c.ccceecveereveenieesiieeee e eeeieeeeenn 20
5.1.2. Android implementation...........ccoeevveeeiiieee e, 20

5.2. SECURE COMMUNICATION




springcar ow1900440

page 5 of 22

SeriNGCarD PC/SC-uke over BLE Lisrary - Developer's Manual

1. InTRODUCTION

1.1. AssTRACT
1.1.1. Context

SpringCard offers a wide range of contactless (NFC/RFID @13.56MHz) couplers and of contact
(smartcard) couplers. All these devices are designed with PC/SC compliance in mind. PC/SC, short
for “personal computer / smartcard” is a standard that eases the developer’s job by hiding most of
the specificities of any given smartcard reader behind a high-level API, a complex middleware
architecture and an interoperable device driver. Unfortunately, this high-end approach is virtually
limited to the Windows and Linux worlds, and to USB-based devices.

When it comes to mobile development (Android, iOS) and to smartcard readers that are Bluetooth
Smart devices (or BLE, Bluetooth Low Energy), it is more efficient to operate them directly.

SpringCard contactless or contact couplers using BLE as main communication channel are not
actually “PC/SC compliant” for they don’t come with an interoperable device driver, yet they are
still designed with the standard in mind, to ease the developer’s job.

More than that, SpringCard offers a software Library to operate these BLE devices through a high-
level API, that provides a counterpart for all key PC/SC functions (SCardListReaders,
SCardConnect, SCardTransmit, SCardDisconnect).

1.1.2. Document identification

This document is the Developer’s Manual of the SpringCard PC/SC-like over BLE Library,
targetting iOS and Android systems.

It shall be considered as an introduction and an overall guide when using this Library; the detailed
documentation of the API is generated from its source code thanks to Doxygen, and only made
online at:

https://docs.springcard.com/apis/iOS/PcscLikeOverBle/ for the iOS Library,

https://docs.springcard.com/apis/Android/PcscLikeOverBle/ for the Android Library.

Note: developers who do not intend to use the Library and aim to work with the BLE device directly
shall refer to doc. PMD15282 “SpringCard PC/SC couplers — Zero-driver CCID low-level
implementation” instead.



https://docs.springcard.com/apis/Android/PcscLikeOverBle/
https://docs.springcard.com/apis/iOS/PcscLikeOverBle/
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1.1.3. Architecture overview

Your application

Connect BLE uss

Transmit
Disconnect

PC/SC slave impl.

SpringCard PC/SC-like

over BLE Library NFC/RFID | | smartcard

slot slot(s)

SpringCard PC/SC-like
over BLE device

System’s BLE API

Mobile terminal

This document covers the integration and the use the SpringCard PC/SC-like over BLE Library
(bold box) into a mobile application.

1.2. SupPPORTED PRODUCTS

At the date of writing, the products covered by this document are:

SpringCard Puck Blue |Desktop USB+BLE contactless coupler SpringCore’18

AFCare dual Mobile dual-slot contact coupler SpringCore’18

1.3. Aubience

This manual is designed for use by application developers. It assumes that the reader has expert
knowledge of computer development and a basic knowledge of PC/SC, of the ISO 7816-4 standard
for smart-cards, and of the NFC Forum's specifications for contactless cards.

Note: Beginners are advised to read doc. PMD17041 “Smartcards and contactless smartcards —
Integrator’s and Implementer’s Guide” as an introduction.
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1.4. SuPPORT AND UPDATES

Useful related materials (product datasheets, application notes, sample software, HOWTOs and
FAQs...) are available at SpringCard’s web site:

www.springcard.com

Updated versions of this document and others are posted on this web site as soon as they are
available.

For technical support enquiries, please refer to SpringCard support page, on the web at

www.springcard.com/support

1.5. RELATED DOCUMENTS

1.5.1. PC/SC standard

PC/SC PC/SC Workgroup |Interoperability Specification for ICCs and Personal
Computer Systems
Revision 2
Download link:
https://www.pcscworkgroup.com/specifications/
download/

1.5.2. Reference documents

PMD17041 SpringCard Smartcards and contactless smartcards
Integrator’s and Implementer’s Guide

PMD15282 SpringCard PC/SC couplers
Zero-driver CCID low-level implementation



https://www.pcscworkgroup.com/specifications/download/
https://www.pcscworkgroup.com/specifications/download/
http://www.springcard.com/support
http://www.springcard.com/
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2. GETTING STARTED WITH THE LIBRARY

2.1. For10S

2.1.1. Download the Library and the sample project

[To be written: HTH]

2.1.2. Compile and test the sample project

[To be written: HTH]

2.1.3. Use the Library in your own project

[To be written: HTH]

2.2. For Anbproip

2.2.1. Download the Library and the sample project

[To be written: CRA]

2.2.2. Compile and test the sample project

[To be written: CRA]

2.2.3. Use the Library in your own project

[To be written: CRA]

2.3. Licence poLicy
On both platforms, the Library is made available in 3 forms:
+ asa binary file without debug symbols (release version),

< asa binary file with debug symbols (debug version),

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS.
All other brand names, product names, or trademarks belong to their respective holders.
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden
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as source code.

The SpringCard SDK Licence, reproduced below, grants you an unlimited right to redistribute the
binary of the release version together with your application.

You shall not redistribute the binary of the debug version, nor the source code.

2.4. GETTING SUPPORT

SpringCard provides a free support service over the Library and its use together with SpringCard
products. The support team is reachable only through email at support@springcard.com.

In order to get an accurate and efficient help, please always identify precisely the host device
(manufacturer, product name and version, operating system version), the development
environment and language you are using and the SpringCard device you are working with.

If you are reporting an issue with a given device or think you have found a bug, please reproduce
the issue with the debug version of the Library and send us the detailed execution log, pointing
out the line(s) showing the issue. It is a good practice to have also the application log its execution
flow and the encountered errors or exceptions.

Sorry, but we are not able to provide assistance to an end-user or to a developer who is compiling
his own version of the Library instead of using the provided binaries.



mailto:support@springcard.com
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3. FLOWCHART OF A TYPICAL APPLICATION

3.1. Opren A connecTioN TO A SPRINGCARD BLE sMARTCARD READER
In this first step the application shall
1. Enumerate the available BLE devices and initiate a BLE connection with the target device,

2. Initialize the SpringCard PC/SC-like over BLE Library onto the said device, and get an
access to the target smartcard reader (slot).

Application
startup/wakeup

'

Look for BLE devices

(scan)
Select the target Either let the user select the target device,
BLE device ¢ or have the application select it automatically
¢ (typically use the last device again)

Connect to the target
BLE device

'

Ask the library to create
a Readerlist object
over the BLE device

S ASYNC =

ReaderList created
callback

-7

Get a reference onto the
Reader that the app. ®
will be working with

A SpringCore device may have one card slot
(one Reader only), or a few slots (contactless,
contact, SAM, secure element etc).

Use the Reader object
to wait for a card, and
then to work with it

Note: in this diagram and the following, the greyed boxes refer to some actions/code that has
no direct relationship with the Library. White boxes show the interactions with the Library.
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3.2.

OPEN A CONNECTION TO A SMARTCARD

In this second step the application shall

1. Verify that a smart-card is present in the reader, or wait until then,

2. Power up the smart-card and get a communication channel with it.

Use the Reader object

R

Query the status
of the Reader

= "ASYNAC <

Reader Status callbacle

‘ Reader’s Get Status method

Callback invoked in answer to the Get
Status method, or everytime a card is

inserted or removed

Card present?

Connect to the card ®

SASYNC =

Card connected callback

e

Get a reference onto
the CardChannel

Use the CardChannel
object to work with

the card

Reader’s Connect method

Notify the user.

Remain idle until the Reader Status
callback says that a card has been
inserted in the slot. P

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS
All other brand names, product names, or trademarks belong to their respective holders

Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden
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3.3. PERFORM THE TRANSACTION WITH THE SMARTCARD

In this last step, the application runs its key algorithm by sending commands (C-APDU) to the card,
and processing its responses (R-APDU).

At the end of the algorithm, the application shall typically disconnect from the card, so the reader
may power it down (at least the card is reset to clean up its transaction context).

Use the CardChannel
object

\J
Transmit a command ¢
to the card (C-APDU)

Card Channel’s Transmit method

"l'?’_ASYNAC Callback invoked in answer to the Get

Transmit callback ® Status method, or everytime a card is

inserted or removed if the monitor is
\¢/ started

Process the card’s
response (R-APDU)

Disconnect from Channel’s Disconnect method
®
the card

S ASYNC =

Card dis;connected cb.

Notify the user that the transaction has been
successfully performed.

Remain idle until the Reader Status callback says
that the card has been removed from the slot,

or the user initiates a new transaction with the
same card. R
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3.4. DisconnecT FrRoM THE SPRINGCARD BLE SMARTCARD READER

The application should disconnect from the device as soon as the user does not need/want to use
smartcards anymore. This let the device power down the smartcards (if some are still present) and
to enter a low-power mode, until the application initiates a connection again.

The application may also instruct the device to shut-down.

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS
All other brand names, product names, or trademarks belong to their respective holders
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden
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4. PER-SYSTEM REFERENCE PAGE

4.1. 10S IMPLEMENTATION

This chapter lists the API’s objects, methods and callbacks, but does not provide any detail
regarding their parameters and usage precautions.

Please refer to the reference documentation, available online at:

https://docs.springcard.com/apis/iOS/PcscLikeOverBle/

4.1.1. Application-driven actions and callbacks

Type Method or callback Remark
Ask the library to create a ReaderList object over the BLE device

async method SCardReaderList.create(...) Counterpart to PC/SC’s
SCardListReaders

async callback onReaderListDidCreate(readers, error)
Enumerate the readers in the ReaderList object
property (int) readers.slotCount Number of slots

property (array of string)  readers.slots[] Name of every slot

Get a reference onto one reader (i.e. a slot of a multi-slot device)

method reader = readers.getReader(slot) slot could be either the
index or the name

Query the status of the reader

async method reader.getStatus() Counterpart to PC/SC’s
SCardStatus
async callback onReaderStatus(reader, present,
powered)

Connect to the card (power up + open a communication channel with the card)

async method reader.cardConnect() Counterpart to PC/SC’s
SCardConnect

async callback onCardDidConnect(channel, error)

Transmit a C-APDU to the card, receive a R-APDU in response

async method channel.transmit(command) Counterpart to PC/SC’s

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS
All other brand names, product names, or trademarks belong to their respective holders
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden
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SCardTransmit

async callback onTransmitDidResponse(channel,
response, error)

Disconnect from the card (close the communication channel + power down)

async method channel.cardDisconnect() Counterpart to PC/SC’s
SCardDisconnect

async callback onCardDidDisconnect(channel)

Connect to the card again (re-open an existing communication channel)

async method channel.cardReconnect() Counterpart to PC/SC’s
SCardReconnect

async callback onCardDidConnect(channel) Same as after
reader.cardConnect()

Disconnect from the BLE device and release the library

async method readers.close()
async callback onReaderListDidClose(readers)
4.1.2. Callback fired following a device-initiated event
Type Callback Remark

The BLE device has been lost
async callback onReaderListDidClose(readers) Same callback as after
readers.close()
A card is inserted into, or removed from an active reader
async callback onReaderStatus(reader, present, Same callback as after
powered) reader.getStatus()
The reader fails to connect (or reconnect) to the card
async callback onCardDidConnect(channel, error) The error object is not
null is case of an error.
The card is removed during a communication

async callback onTransmitDidResponse(channel, The error object is not
response, error) null is case of an error.
The onReaderStatus()
callback fires afterwards
to notify that the card
has been removed.

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS
All other brand names, product names, or trademarks belong to their respective holders
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden
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4.1.3. Error handling

Oni0s, all callbacks provide an error: Error parameter.

If erroris nil, the execution is successful.

If error is not nil, the execution has failed. The application shall notify the user and, given the
possible reason of the error, take appropriate decisions to either retry the last action or report
that it is not able to go any further.

[To be written: HTH]

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS
All other brand names, product names, or trademarks belong to their respective holders
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden
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4.2. ANDROID IMPLEMENTATION

This chapter lists the API’s objects, methods and callbacks, but does not provide any detail
regarding their parameters and usage precautions.

Please refer to the reference documentation, available online at:

https://docs.springcard.com/apis/Android/PcscLikeOverBle/

4.2.1. Application-driven actions

Type Method or callback Remark
Ask the library to create a ReaderList object over the BLE device

async method SCardReaderList.create(...) Counterpart to PC/SC’s
SCardListReaders

async callback (success)  onReaderListCreated(readers)
async callback (error) onReaderListError(error)
Enumerate the readers in the ReaderList object
property (int) readers.slotCount Number of slots
property (array of string)  readers.slots]] Name of every slot

Get a reference onto one reader (i.e. a slot of a multi-slot device)

method reader = readers.getReader(slot) slot could be either the
index or the name

Query the status of the reader

async method reader.getStatus() Counterpart to PC/SC’s
SCardStatus
async callback (success)  onReaderStatus(reader, present,
powered)
async callback (error) onReaderOrCardError(error)

Connect to the card (power up + open a communication channel with the card)

async method reader.cardConnect() Counterpart to PC/SC’s
SCardConnect

async callback (success)  onCardConnected(channel)
async callback (error) onReaderOrCardError(error)

Transmit a C-APDU to the card, receive a R-APDU in response

async method channel.transmit(command) Counterpart to PC/SC’s
SCardTransmit

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS
All other brand names, product names, or trademarks belong to their respective holders
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden
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async callback (success)  onTransmitDone(channel, response)
async callback (error) onReaderOrCardError(error)

Disconnect from the card (close the communication channel + power down)

async method channel.cardDisconnect() Counterpart to PC/SC’s
SCardDisconnect

async callback (success)  onCardDisconnected(channel)

async callback (error) onReaderOrCardError(error)

Connect to the card again (re-open an existing communication channel)

async method channel.cardReconnect() Counterpart to PC/SC’s
SCardReconnect
async callback (success)  onCardConnected(channel) Same as after

reader.cardConnect()

async callback (error) onReaderOrCardError(error)

Disconnect from the BLE device and release the library

async method readers.close()

async callback (success)  onReaderListClosed(readers)

async callback (error) onReaderListError(error)
4.2.2. Callback invoked on device-initiated events
Type Callback Remark

The BLE device has been lost

async callback onReaderListError(error)

A card is inserted into, or removed from an active reader

async callback onReaderStatus(reader, present, Same callback as after
powered) reader.getStatus()

The card is removed during a connect or a transmit

async callback onReaderOrCardError(error) The onReaderStatus()

callback fires afterwards
to notify that the card
has been removed.

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS
All other brand names, product names, or trademarks belong to their respective holders
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden
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4.2.3. Error handling

On Android, the callbacks don’t explicitly provide an error object.

[To be written: CRA]

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS.
All other brand names, product names, or trademarks belong to their respective holders.
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden.
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5. ADVANCED FEATURES

5.1. ConTROL METHODS

5.1.1. 10S implementation

Type Method or callback Remark

Send a direct command to the device, using the Reader object

async method reader.control(command) Counterpart to PC/SC’s
SCardControl
async callback onControlDidResponse(readers, Warning: the callback
response, error) targets the parent

ReaderlList, not the
Reader itself

Send a direct command to the device, using the ReaderList object

async method readers.control(command) Same as
readers.getReader(9)
.control()

async callback onControlDidResponse(readers,

response, error)

5.1.2. Android implementation

Type Method or callback Remark

Send a direct command to the device, using the Reader object

async method reader.control(command) Counterpart to PC/SC’s
SCardStatus
async callback (success)  onControlDone(readers, response) Warning: the callback

targets the parent
Readerlist, not the
Reader itself

async callback (error) onReaderOrCardError(error)

Send a direct command to the device, using the ReaderList object

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS
All other brand names, product names, or trademarks belong to their respective holders
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden
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async method readers.control(command) Same as

readers.getReader(0)
.control()

async callback (success)  onControlDone(readers, response)

async callback (error) onReaderOrCardError(error)

5.2. SECURE COMMUNICATION

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS.
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DiscLaiver

This document is provided for informational purposes only and shall not be construed as a commercial offer, a license,
an advisory, fiduciary or professional relationship between SPRINGCARD and you. No information provided in this
document shall be considered a substitute for your independent investigation.

The information provided in document may be related to products or services that are not available in your country.

This document is provided "as is" and without warranty of any kind to the extent allowed by the applicable law. While
SPRINGCARD will use reasonable efforts to provide reliable information, we don't warrant that this document is free
of inaccuracies, errors and/or omissions, or that its content is appropriate for your particular use or up to date.
SPRINGCARD reserves the right to change the information at any time without notice.

SPRINGCARD doesn't warrant any results derived from the use of the products described in this document.
SPRINGCARD will not be liable for any indirect, consequential or incidental damages, including but not limited to lost
profits or revenues, business interruption, loss of data arising out of or in connection with the use, inability to use or
reliance on any product (either hardware or software) described in this document.

These products are not designed for use in life support appliances, devices, or systems where malfunction of these
product may result in personal injury. SPRINGCARD customers using or selling these products for use in such
applications do so on their own risk and agree to fully indemnify SPRINGCARD for any damages resulting from such
improper use or sale.

COPYRIGHT NOTICE

All information in this document is either public information or is the intellectual property of SPRINGCARD and/or its
suppliers or partners.

You are free to view and print this document for your own use only. Those rights granted to you constitute a license
and not a transfer of title : you may not remove this copyright notice nor the proprietary notices contained in this
documents, and you are not allowed to publish or reproduce this document, either on the web or by any mean,
without written permission of SPRINGCARD.

Copyright © SPRINGCARD SAS 2019, all rights reserved.
EDITOR’S INFORMATION
SPRINGCARD SAS company with a capital of 227 000 €
RCS EVRY B 429 665 482
Parc Gutenberg, 2 voie La Cardon

91120 Palaiseau — FRANCE

CONTACT INFORMATION
For more information and to locate our sales office or distributor in your country or area, please visit

www.springcard.com

SPRINGCARD, the SPRINGCARD logo are registered trademarks of SPRINGCARD SAS.
All other brand names, product names, or trademarks belong to their respective holders.
Information in this document is subject to change without notice. Reproduction without written permission of SPRINGCARD is forbidden.
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