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1. INTRODUCTION

This document aims to help you personalize your Mifare Classic cards using the
SCardTK application. In this document, we will assume that the card is in “out of
factory” state.

This document requires that you read carefully the documentation of the Mifare
Classic card.

This demonstration has been done using an out of factory Mifare Classic 1K and
a Prox'N'Roll PC/SC. You can view details about this reader here:
http://www.springcard.com/products/proxnroll-pcsc.html

SCardTK is a PC/SC software compliant with all our PC/SC products. This
includes:

m  Prox’N'Roll : http://www.springcard.com/products/proxnroll-pcsc.html

m CSB6 : http://www.springcard.com/products/csb6.html

m  CrazyWriter : http://www.springcard.com/products/crazywriter.html

m EasyFinger : http://www.springcard.com/products/easyfinger.html

The Step by Step personalization presented here consists of:
- Reading the first two sectors
- Changing the access keys of the second sector
- Writing data in the second sector

- Reading the second sector to check if data has been written
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2. STEP BY STEP PERSONALIZATION

Once SCardTK is launched, put your card on the reader and click connect:

&8 SCardTkK EJ
File  Configuration  Tools  About
erere. Flaw 4FDU | Dietailed APDU |
= Mifare Tk Cammand APDL

- MIFARE CLASSIC READ

- MIFARE CLASSIC READ BLOCK
- MIFARE CLASSIC READ SECTOR
#- MIFARE CLASSIC WRITE

#- MIFARE CLASSIC WRITE BLOCK. T
[#- MIFARE CLASSIC WRITE SECTOR L—J &J

#- MIFARE CLASSIC WRITE SECTOR 0
#- MIFARE CLASSIC CHAMGE KEY

[#- MIFARE CLASSIC SET DEFAULT KEY
- GENERAL AUTHENTICATE

#- READ BINARY

- UPDATE BINARY

&30 DataOut: [ < |
[ Reconnect ] [ Dizconnect ] [[] Connhect automatically when card detected Card ATH ; 3B8F2001 804F0CADODOO0206020007 0000000062

"% Card Status ¢ SCARD_STATE_IMUSE

The section corresponding to the Mifare 1K card is expanded automatically.
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First, we read the sectors 0 and 1. Double Click on the "MIFARE CLASSIC READ
SECTOR” section, a pop up will appear.

=

File

Tools  About

Canfiguration

hifare 1k

- MIFARE CLASSIC READ

- MIFARE CLASSIC READ BLOCK.
= MIFARE CLASSIC READ SECTOR

Command APDU

- CLA:FF
: < IMS:F3 -
: Transmit
: “P1on T | &
: - P2:{00,04,08,0C,10,14,18,1C,20,24
“ LE: OO0 £8 Parameters for MIFARE CLASSIC READ SECTOR
. #- MIFARE CLASSICWRITE o
. # MIFARE CLASSICWRITE BLOCK :
. # MIFARE CLASSIC'WRITE SECTOR IMS: F3
. ¥ MIFARE CLASSICWRITE SECTOR 0 Pi: 0
. [ MIFARE CLASSIC CHANGE KEY &
. MIFARE CLASSIC SET DEFAULT KEY Pa: b
. [ GEMERAL AUTHENMTICATE Lo [oo -
. [ READ BINARY © |04 i
. [ UPDATE BINARY Dataln: gg
LE: [0
14
18
- 1C B
ke oK ] [ Cancel
i I i ) ASCI Drata Ot © [ <t ]
[ Recornect ] [ Dizconnect ] [] Connect automatically when card detected Card ATR : 3B8FB001304F0CAON0000306 030001 0000000064

2

Card Status | SCARD. STATE_IMUSE

The only parameter you need to choose is the number of the first block of the
sector: for sector 0O, it will be block 0; for sector 1 block 4; etc...

Once this parameter is set click ok. The APDU generated will appear on the
“Command APDU” section. Click on the “Transmit” button to send the APDU to

the

card.
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The Result section will show you the response of the card.

In that case, we can see the content of the first two sectors. We notice that
these sectors are empty (except for the “Manufacturer Block” corresponding to
block 0).

&8 SCardTK

File  Configuration  Tools  About

3

= [EEfsie]

(= Mifare Tk

- MIFARE CLASSIC READ

t- MIFARE CLASSIC READ BLOCK

i+ MIFARE CLASSIC READ SECTOR

v MIFARE CLASSIC WRITE

t- MIFARE CLASSIC WRITE BLOCK.

- MIFARE CLASSIC WRITE SECTOR
+- MIFARE CLASSIC WRITE SECTOR O
i+ MIFARE CLASSIC CHANGE KEY

v MIFARE CLASSIC SET DEFAULT KEY
t- GEMERAL AUTHENTICATE

v READ BINARY

(- UPDATE BINARY

Raw APDU | Detalled APDU |
Command APDU
|FFF2000400

|__Transmit =f

Sending : FFF3000000
Received:J F1C'7 830400 G C1 % ua00 [ 05 0000 00 00 00 0000 00 00 00 00100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
008000 - Mo Eror

Sending : FFF3000400
Received : 00 00 00 00 00 00 00 00000 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00000 00 00 00 00 00 00
000000003000 -MNo Eror

ASCI Data Out iDD 00 0000 0000 00 0000 00 00 00 0000 00 00 0000 00 00 00 00 00 00 00 00 0000 0000 00 DE[ <F J

[ Reconnect ] [ Disconnect ]

[] Cannect automatically when card detected

Card ATR : 3B8FB007804F0CA0N00003060300071 0000000064

"‘.% Card Status | SCARD_STATE_IMUSE
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Then we set the access keys for sector 1 to default keys:

- Read key to A0 A1 A2 A3 A4 A5
- Write key to BO B1 B2 B3 B4 B5

Double click on the section "MIFARE CLASSIC SET DEFAULT KEY”.

You only need to choose the block corresponding to the Sector Trailer of the
sector. In that case, it would be block 1.

Note that you can also set your own keys using MIFARE CLASSIC CHANGE KEY:
the access conditions are already written in the “Data In” Section, just put your
read key before that and your write key after that. Remember to load those keys
onto your reader using the LOAD KEY command.

22 Parameters for MIFARE CLASSIC SET DEFAULT KEY

IMS: F4
F1: 00
LC: 10
Dataln: alalazalsdaby87FE800B0B1E2B3B4E5
LE :

(] ] [ Cancel

Next, write your data on your card using MIFARE CLASSIC WRITE BLOCK or
MIFARE CLASSIC WRITE SECTOR:

22 Parameters for MIFARE CLASSIC WRITE BLOCK

!

CLa:  FF
IM5: F4
F1: 00
F2: |04 w
LC: 10
Dataln: |53?D?2598EE?4351 7264
LE :
[ Ok, ] [ Canicel
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Now check that your data has been correctly written using MIFARE CLASSIC
READ SECTOR:

28 parameters for MIFARE CLASSIC READ SECTOR %]

CL&: FF
IMS: F3
F1:

P2
LC: -

Dataln: -

LE: 00

(] ] [ Cancel

You can see the data written on the Result Section, and a log of all the APDUs
you have sent with the corresponding responses from the card. We can see that
we have successfully written “SpringCard” in the sector 1:

File  Configuration  Tools  About

- (g | [ FawaPOU | Detates pou |
= Mifare Tk
. MIFARE CLASSIC READ Cammand APDU

MIFARE CLASSIC READ BLOCK FFF3000400
CLA:FF ‘
. INS :F3
LP1-00 :
Tranzmit
- P2: {00.01,02,02,04,05.06,07 05 LTt J oA
P B
- Dataln: - Sending : FFF3000000
L Fiei Rieceived :J F 107 82 0400 G C1 % w00 { 05 00 00 00 00 00 00 00 00 00 00 00 00 0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
- MIFARE CLASSICREAD SECTOR | |7 3000 - Mo Brrer
MIFARE CLASSIC WRITE Sending : FFF3000400
CCLA:FF Rreceived : 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00 0 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
e 00 00 00 G0 90 00 - Mo Enor
~P1e00 Sending | FFF4000710404742434445787 708008081 E2B3E 4B5
< P2iRR Received : 9000 - Mo Ermor
L LC M
ey Sending : FFFAD0041 053707 2696E 674361 7264000000000000
Lo pL. Received : 9000 - Mo Erar
& MIFARE CLASSIC WRITE BLOCK Sending : FFFI00D400

MIFARE CLASSIC WRITE SECTOR Received: S pring Card0000 000000000000 000000000000 0000 0000 000000 0000000000 00 0000 00 0000 000000000000
MIFARE CLASSIC WRITE SECTOR 3000 - Mo Emar
t- MIFARE CLASSIC CHAMGE KEY
- MIFARE CLASSIC SET DEFAULT KE
- CLAc:FF
oINS F4
~P1:00
P2 {0307 0B0FA37ABARZ
- LC:o
- Dataln: ADATAZAIAAARTEFTEE
LB 0
GEMERAL AUTHENTICATE
+- READ BIMNARY
- UPDATE BINARY

{&i_ )-‘-’- [V] ASCIl  DataOut: |53 7007269 6E 67 43 61 72 64 0000 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 0000 00 000 <f |

[ Reconnect ] [ Dizconnect ‘ [[] Connhect automatically when card detected Card ATR ; 3BEF2007 204F0CAODN00003060200071 0000000064,

" Card Status : SCARD STATE_IMUSE
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DISCLAIMER

This document is provided for informational purposes only and shall not be construed as a commercial offer, a
license, an advisory, fiduciary or professional relationship between PRO ACTIVE and you. No information provided
in this document shall be considered a substitute for your independent investigation.

The information provided in document may be related to products or services that are not available in your
country.

This document is provided "as is" and without warranty of any kind to the extent allowed by the applicable law.
While PRO ACTIVE will use reasonable efforts to provide reliable information, we don't warrant that this document
is free of inaccuracies, errors and/or omissions, or that its content is appropriate for your particular use or up to
date. PRO ACTIVE reserves the right to change the information at any time without notice.

PRO ACTIVE does not warrant any results derived from the use of the products described in this document. PRO
ACTIVE will not be liable for any indirect, consequential or incidental damages, including but not limited to lost
profits or revenues, business interruption, loss of data arising out of or in connection with the use, inability to use
or reliance on any product (either hardware or software) described in this document.

These products are not designed for use in life support appliances, devices, or systems where malfunction of these
product may result in personal injury. PRO ACTIVE customers using or selling these products for use in such
applications do so on their own risk and agree to fully indemnify PRO ACTIVE for any damages resulting from such
improper use or sale.

COPYRIGHT NOTICE

All information in this document is either public information or is the intellectual property of PRO ACTIVE and/or its
suppliers or partners.

You are free to view and print this document for your own use only. Those rights granted to you constitute a
license and not a transfer of title : you may not remove this copyright notice nor the proprietary notices contained
in this documents, and you are not allowed to publish or reproduce this document, either on the web or by any
mean, without written permission of PRO ACTIVE.

Copyright © PRO ACTIVE SAS 0000, all rights reserved.
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