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Introduction

SpringCard CrazyWriter HSP is a multi-interface contactless coupler. It features in a single PC/SC
compliant reader :

a RFID/NFC coupler (reader+writer) in the 13.56MHz range. It covers the ISO/IEC 14443
(proximity) and ISO/IEC 15693 (vicinity) standards, supports the popular NXP MIFARE family, the
NFC Forum Tags. It also provides the initiator role, passive communication scheme, of ISO/IEC
18092 (NFCIP-1).

a multi-slot smart card coupler, fully compliant with ISO/IEC 7816 and supporting EMV cards.
The standard installation provides 1 slot for a SIM-sized card (ID-000), the format used by most
SAM cards. Options are available to add 3 ID-000 slots (going up to 4 SIM/SAM cards) and one 1
ID-1 slot (standard card size) in the card printing path. The later makes it possible to process
both contactless and contact cards in the same card printer.
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Reference information

All data, downloads and manuals related to SpringCard CrazyWriter HSP could be downloaded from
SpringCard's web site at address

http://www.springcard.com/en/products/crazywriter-hsp.html
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The CrazyWriter HSP in the Card Printer

The CrazyWriter HSP is either installed in the printer in Evolis' factory, or provided as an option kit to
be installed by your Evolis-approved local dealer.

The CrazyWriter HSP is a USB device that is plugged into a USB port inside the printer itself.
Therefore, there's only one single USB cord to connect to the computer to access both the printer
and the RFID/NFC/smart card coupler.
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Step-by-step QuickStart Guide
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Step-by-step QuickStart Guide

In the following pages we'll explain how to install the driver and software you'll need and start using
your Card Printer and PC/SC Coupler in no time :

1) Install the drivers and software for the Card Printer

2) Install the drivers and software for the PC/SC Coupler
3) Plug and power-on the printer, and terminate the setup
4) Test the contactless (NFC/RFID) slot

5) Test the main contact slot (ID-1) (if present - option)

6) Test the 1st SIM/SAM slots

7) Test the other SIM/SAM slots (if present - option)
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1) Install the drivers and software for the Card Printer

Go to http://www.evolis.com/drivers-support

Select the page related to your printer, then download the driver package suitable for your operating

system. Install the package (complete setup).
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2) Install the drivers and software for the CrazyWriter HSP

Windows

Go to http://www.springcard.com/en/products/crazywriter-hsp.html

Download the packages named PC/SC driver for Windows and QuickStart for PC/SC.
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2) Install the drivers and software for the CrazyWriter HSP

Linux / MacOS X
The CrazyWriter HSP is supported thanks to two open source projects :
— The PCSC-Lite middleware

— The USB CCID driver fro PCSC-Lite

The page http://tech.springcard.com/guides/pcsc-unix-with-pcsclite/ provides the links to the
projects and the detailed installation procedure.
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3) Plug and power-up the printer, and terminate the setup

The title says it all ;-)

Follow the instructions coming from the relevant Evolis' installation guide

Wait until all drivers has been properly installed.

SPriNgC:



3') ready for testing

The following procedure is available only on Windows
In the Start Menu, open the SpringCard > QuickStart for PCSC group
Launch the PCSC Diagnostic tool.

The CrazyWriter HSP's slots are shown (together with other PC/SC readers that may be present on

your system).

|_l:l| e

&4 SpringCard PC/SC Diagnostic

File  About

User scope, All readers

6 PC/SC readers

7 SpringCard CrazyWriter 0

@ SpringCard CrazyWriter Contactless 0 Absent
@ SpringCard CrazyWriter Cortact 0 Absent
(= SpringCard CrazyWriter SAM A D Absent
(= SpringCard CrazyWriter SAM B 0 Absent
(=) SpringCard CrazyWriter SAM C 0 Absent

Absent

(3 SpringCard CrazyWriter SAM D 0
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3") recognize (and check) your hardware

The PCSC Diagnostic tool (available in the PC/SC SDK) shows one line per slot.

The RFID/NFC slot is named SpringCard CrazyWriter Contactless #N

(where #N is the instance number of the SpringCard PC/SC Driver)

This slot is always present (unless disabled by configuration).

&8 SpringCard PC/SC Diagnostic

File  About

6 PC/SC readers

Reader Name

spring

User scope, All readers

I A e R P

Q SpringCard CrazyWriter Contactless 0 Absent
T p—

SpringCard CrazyWriter SAM A D Absent
(= SpringCard CrazyWriter SAM B 0 Absent
(=) SpringCard CrazyWriter SAM C 0 Absent
SpringCard CrazyWriter SAM D 0 Absent

SPriNgC:



3") recognize (and check) your hardware

The 1st SIM/SAM slot is named SpringCard CrazyWriter SAM A #N

(where #N is the instance number of the SpringCard PC/SC Driver)

This slot is always present (unless disabled by configuration).

£ SpringCard PC/SC Diagnostic | = | i:?-]

File  About

6 PC/SC readers User scope, All readers
Reader Name Status Card ATR
SpringCard CrazyWriter 0
Q SpringCard CrazyWriter Contactless 0 Absent
LGP e R g o - a—
(3 SpringCard CrazyWriter SAM A D Absent
s e o T

(=) SpringCard CrazyWriter SAM C 0
SpringCard CrazyWriter SAM D 0
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3") recognize (and check) your hardware

The other SIM/SAM slots are named SpringCard CrazyWriter SAM B/C/D #N

(where #N is the instance number of the SpringCard PC/SC Driver)

These slots are present only if the +3 SIM/SAM option is installed.

&8 SpringCard PC/SC Diagnostic | = ﬁ]

File  About

spring

6 PC/SC readers User scope, All readers

Reader Name Status Card ATR

SpringCard CrazyWriter 0

Q SpringCard CrazyWriter Contactless 0 Absent
@ SpringCard CrazyWriter Contact 0 Absert
= o o TTERRETT R, F T
(= SpringCard CrazyWriter SAM B 0 Absent
(=) SpringCard CrazyWriter SAM C 0 Absent
SpringCard CrazyWriter SAM D 0 Absent
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3") recognize (and check) your hardware

The ID-1 contact slot is named SpringCard CrazyWriter Contact #N

(where #N is the instance number of the SpringCard PC/SC Driver)

This slot is present only if the contact card option is installed.

&8 SpringCard PC/SC Diagnostic | = ﬁ]
File  About
6 PC/SC readers User scope, All readers

Reader Name

Status

Card ATR

SpringCard CrazyWriter 0

@ SpringCard CrazyWriter Cortact 0

ngm

o e e e
(= SpringCard CrazyWriter SAM B 0
(=) SpringCard CrazyWriter SAM C 0
SpringCard CrazyWriter SAM D 0
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3"") open the Printer command prompt

In the following steps of this procedure, you'll have to send commands to the Printer in order to
move a card into position in front of the RFID/NFC antenna or under the contact slot.

In the Start Menu, open the Evolis > Evolis Premium Suite group
Launch the Evolis Printer Center tool.
Right-click the printer in the list, and click Properties in the popup menu.

Open the Maintenance entry in the left-side list, and then Dialog with the printer.
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> J Impression

o Encodage

L Nettoyage

=

Informations Systéme

]

=T

Maintenance

+ Options installables

* Mise a Jour Firmware
3
L m Administration

* Dialogue avec I'encodeur ...

* Gestion des paramétres du...

* Changement Téte Impressi...

3"") open the Printer command prompt

Dialogue avec I'imprimante

Commande imprimante

Commande :

Réponse :

Informations imprimante
Modéle :
NJS:
Kitn®:

Firmware :

oK Annuler

Commurication directe

Ap)

(4]

Retour paramétres par défaut

SpPringca



4) Test the contactless (NFC/RFID) slot

To perform this test, please place in the feeder a contactless card that is supported by the
CrazyWriter HSP (for instance, a MIFARE card).

In the Dialog with printer box, enter command « Sic » and click « Send »

el

Evclis Z

Propriétés

enius -
e @ Impressi

I
on

* Gestion des paramétres du...
+ Options installables
* Changement Téte Impressi...

* Mise a Jour Firmware

-
L m Administration

Informations imprimante

Modéle :
NJS:
Kitn®:
Firmware :

oK | | Annuler

ppliquer Retour paramétres par défaut
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4) Test the contactless (NFC/RFID) slot

The printer moves the card into position for contactless operations.

Observe that an ATR corresponding to the card's protocol data is displayed in PC/SC Diagnostic on

the « CrazyWriter Contactless » line :

7% SpringCard PC/SC Diagnostic

File  About

6 PC/SC readers

spring

Uzer scope, All readers

Card ATR

prngCard Crazy\Writer U
@ SpringCard CrazyWriter Contactless 0

Present. powered 3SBEFE001E04F0CR000000306030001000000006R

@3 Spnnglal zyWunter Contact 0
(= SpringCard CrazyWriter SAM A D
(=) SpringCard CrazyWriter SAM B 0
SpringCard CrazyWiter SAMC 0
SpringCard CrazyWriter SAM D 0
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4) Test the contactless (NFC/RFID) slot

To get the card's serial number, you'll have to send a command to the reader.
Double-click the « Contactless » line in the tool's screen.
In the « Transmit » box, enter « FF CA 00 00 00 » and click « Transmit »

The « Response » box shows the card's serial number followed by 90 00 (Status Word for
« Success »)

& SpringCard CrazyWriter Contactless 0 | SRTET X
d ATR: 3B8F2001804F0CA000000306030001000000006% Protocol: | T=1 Mode:  SHARED
Transmit | Control
Enter the Command APDU CLA, INS, P1. P2, [Lc. Datain, [Le] (:,
Offset Hesadecimal entry nsC b
00 00 FF CA 00 00 00 ’.
1 J
Reconne ot
@ * ’ Disconne ct
Response APDU from the card [Data0Out], W1, SW2
00 00 E2 27 05 14 90 00
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4) Test the contactless (NFC/RFID) slot

E Evolis Zenius - Propriétés

e @I Impression

> _7_?’:‘\ Encodage

_—
L2 ﬁ Nettoyage

> @ Informations Systéme

¥ % Maintenance

* Dialogue avec I'imprimante

* Dialogue avec I'encodeur ...

* Gestion des paramétres du...

+ Options installables

* Changement Téte Impressi...

* Mise a Jour Firmware

-
L m Administration

2|
Dialogue avec I'imprimante

Commande imprimante
Commande : Sis

Réponse :

Envoyer | Communication directe Ejecter carte |

Informations imprimante IE
Modéle :
NJS:
Kitn®:

Firmware :

oK | | Annuler Appliquer Retour paramétres par défaut
A

Go back to the Dialog with printer box and click « Eject card » to terminate the test.
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5) Test the main contact slot (1SO 7816, ID-1)

This test is applicable only if the contact card option is installed.

To perform this test, please place in the feeder a contact card that is supported by the CrazyWriter
HSP (ISO 7816-3 and -4, T=0 or T=1).

In the Dialog with printer box, enter command « Sis » and click « Send »

" g Chcvua g
L i Nettoyag
- @ Informations Systéme
¥ % Maintenance directe Ejecter carte
AT I RS Informations imprimante i
* Dialogue avec I'encodeur .., Modéle :
x . NjS
.
Gestion des paramétres du... e
* Options installables Firmware :
* Changement Téte Impressi...
* Mise a Jour Firmware
ki
L= m Administration
Ok Annuler
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5) Test the main contact slot (1SO 7816, ID-1)

The printer moves the card into position for contact (smart card) operations.

Observe that an ATR corresponding to the card's protocol data is displayed in PC/SC Diagnostic on
the « CrazyWriter Contact » line :

#& SpringCard PC/SC Diagnostic t - =l S|

File  About

6 PC/SC readers User scope, All readers

SpringCard CrazyWriter 0

= R g e e

& SpringCard CrazyWriter Cortact 0 ¢ Presert, powersd 3FE3000000640125010R209000
T T T
(=) SpringCard CrazyWriter SAM B 0 Absent
SpringCard CrazyWiter SAMC 0 Absent
(3 SpringCard CrazyWrter SAM D 0 Absent
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5) Test the main contact slot (1SO 7816, ID-1)

Go back to the Dialog with printer box and click « Eject card » to terminate the test.

] Evolis Zenius - Propriétés Li_Z-J
L E‘ Impression Dialogue avec I'imprimante
> ..,;h Encodage
= Commande imprimante

L2 ﬁ Nettoyage

A Commande : Sis
» @ Informations Systéme =

Reponse

id % Maintenance Envoyer | Communication directe Ejecter carte |

* Dialogue avec I'imprimante

5

Informations imprimante

* Dialogue avec I'encodeur ... Modgle :
: 2 UER:
* Gestion des paramétres du... o
+ Options installables Firmware :

* Changement Téte Impressi...
* Mise a Jour Firmware

-
L m Administration

oK | | Annuler Appliquer Retour paramétres par défaut



6) Test the 1st SIM/SAM slot

To perform this test, you need a ID-000 sized contact card that is supported by the CrazyWriter
HSP (ISO 7816-3 and -4, T=0 or T=1). For instance, you may use the SIM card of your mobile phone.

The 1st SIM/SAM slot (SAM A) is a push/pull drawer located on the CrazyWriter HSP main board,
on the opposite face.

Insert the test card until you hear a « click »

(see pictures next page)
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6) Test the 1st SIM/SAM slot

The SIM/SAM smart card is activated immediately after insertion.
Observe that an ATR corresponding to the card's protocol data is displayed in PC/SC Diagnostic on
the « CrazyWriter SAM A » line :

&% SpringCard PC/SC Diagnostic

spring

6 PC/SC readers User scope, All readers

SpringCard CrazyWriter 0

@ SpringCard CrazyWriter Contactless 0 Absent
e v R g e T
(= SpringCard CrazyWriter SAM A D > Present, powered 3B3F9600805A2380F10831022E013RAF2829000
e e T
(= SpringCard CrazyWriter SAM C 0 Absent
Absent

(3 SpringCard CrazyWrter SAM D 0
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7) Test the other SIM/SAM slots

This test is applicable only if your Printer has the +3 SIM/SAM option.

To perform this test, you need a ID-000 sized contact card that is supported by the CrazyWriter HSP
(ISO 7816-3 and -4, T=0 or T=1). For instance, you may use the SIM card of your mobile phone.

The SAM B, SAM C and SAM D slots are hinged SIM/SAM slots, located on the expansion board.

Insert the test card in SAM B slot.

(see pictures next page)
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7) Test the other SIM/SAM slots

The SIM/SAM smart card is activated immediately after insertion.
Observe that an ATR corresponding to the card's protocol data is displayed in PC/SC Diagnostic on

the « CrazyWriter SAM B » line :

&% SpringCard PC/SC Diagnostic

spring

Uzer scope, All readers

6 PC/SC readers

SpringCard CrazyWriter 0
@ SpringCard CrazyWriter Contactless 0 Abse
& SpringCard CrazyWriter Cortact 0 Abse
T T T
3B3F9600E805A2380F10831022E013AF2829000

& =

(=) SpringCard CrazyWriter SAM B 0 3 Present, powered
(e — T c
Absent

(3 SpringCard CrazyWrter SAM D 0

Spring



7) Test the other SIM/SAM slots

Repeat the procedure for SAM C and SAM D.
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Getting started with application development
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Getting started with application development

The following pages contain useful advices for the Developers who write applications that print and
process (read/write) the cards at the same time.
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Getting started with application development

Covered topics :

— Synchronizing the Card processing with the Printer's jobs

— Connecting to a smart card (either contactless or contact) in a reliable way
— Contactless slot: optimization, troubleshooting

— Contact slot: optimization, troubleshooting

- SIM/SAM slots: optimization, troubleshooting
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Getting started with application development

Before reading the next part of this presentation, please download the following items:

— SpringCard's Introduction to PC/SC development
http://www.springcard.com/en/download/find/file/pmdz061
— SpringCard H663 family Developer's Reference Manual
http://www.springcard.com/en/download/find/file/pmd2271
— SpringCard SDK for PC/SC
http://www.springcard.com/en/download/find/file/pcsc-sdk
— SpringCard MultiConf — Configuration tool for all products
http://www.springcard.com/en/download/find/file/sn14007
— Latest Evolis SDK

Spring
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Synchronizing the Card processing with the Printer's jobs

A software that has to print and process smart cards must deal with 3 different 'actors':

— The printer's printing head. The application may either send a print job through the system's

spooler, or send the raw design directly to the printer using IOMEM.DLL, a library provided in
Evolis' SDK.

— The system's PC/SC subsystem, which provides a communication channel between the

application and the smart card(s) (contact, contactless, SIM/SAM) through one of the
CrazyWriter HSP's slot.

— The printer's motors and card transport logic, under direct control of IOMEM.DLL. This library
provided by Evolis controls the moves of the card along the printer's path. The application must

use IOMEM.DLL to move the card into position (either in front of the contactless antenna or in
the contact slot).

Synchronization between these 3 actors is the key for a reliable and efficient card issuing experience.
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Synchronizing the Card processing with the Printer's jobs

The typical sequence is:

Load the card
and move it into Wait until
position for PC/SC the card is ready
operation

Perform the . . . Wait until the
" w . Send the print job Wait until the 't Untl
card's “electrical card has been

. to the spooler spooler is empt
personalisation P P Pty

ejected

Next card
The actors being:

I Spooler
| PC/SC
B IOMEM.DLL

springcard




Synchronizing the Card processing with the Printer's jobs

1: Load the card and move it into position for PC/SC operation
Using IOMEM.DLL

— Open an handle to the printer: handle = OpenPebble(printerName)
— Set a time-out at 10 seconds: SetTimeout(10000)
— Ask the printer to load the card and to move it into the reader you'll be using:

* WritePebble(handle, “Sic”, 3) for a contactless card (RFID/NFC)
e WritePebble(handle, “Sis”, 3) for a contact card (ISO 7816, ID-1)

— Wait until the printer acknowledges the command or the time-out fires
(ReadPebble function)

—  You may keep the handle open until step 6.

Complete documentation for IOMEM.DLL is provided in Evolis SDK. Spﬂng



Synchronizing the Card processing with the Printer's jobs

2: Wait until the card is ready (1/2)
Using the PC/SC subsystem (WINSCARD.DLL)

— Use the SCardGetStatusChange to be notified when the status of the coupler you'll be using
(either the contactless slot or the contact slot) is updated.

—  You must loop over SCardGetStatusChange until the ReaderState.dwEventState value contains
the SCARD_STATE_PRESENT flag, and none of the SCARD STATE_INUSE or SCARD _STATE_MUTE

flags.
— Don't forget to specify a time-out at least equal to 2000ms.

The SCardGetStatusChange function is documented on MSDN:
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379773%28v=vs.85%29.aspx
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Synchronizing the Card processing with the Printer's jobs

2: Wait until the card is ready (2/2)
Using the PC/SC subsystem (WINSCARD.DLL)

— Use the SCardConnect function to open a communication channel with the card. It is better to
use the exclusive access mode (SCARD SHARE EXCLUSIVE).

— The SCardConnect function is likely to fail! That's because other sofware or services may open a
communication channel with the card faster than your application (error
SCARD _E_SHARING_VIOLATION).

— If SCardConnect fails, go back to previous page. SCardGetStatusChange should assert the
SCARD STATE_INUSE flag. Wait a little more until this flag is de-asserted.

The SCardConnect function is documented on MSDN:
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379473%28v=vs.85%29.aspx
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Synchronizing the Card processing with the Printer's jobs

3: Perform the card's “electrical personalisation”

Using the PC/SC subsystem (WINSCARD.DLL)

— Perform the transaction(s) you need using SCardTransmit calls -as you would do with any other
PC/SC reader.
— Terminate the process by calling SCardDisconnect specifying the SCARD EJECT CARD flag.

(note: this does not actually eject the card, but it tells the reader that no further operation on
the same card is expected)

The SCardDisconnect function is documented on MSDN:
http://msdn.microsoft.com/fr-fr/library/windows/desktop/aa379475%28v=vs.85%29.aspx
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Synchronizing the Card processing with the Printer's jobs

4: Send the print job to the spooler
Spooler method, .NET framework
— Use a System.Drawing.Printing.PrintDocument object
— Set the PrinterSettings property: the actual name of the printer

— Set the PrintPage event: the actual printing job description :

pdObject.PrintPage += new PrintPageEventHandler(this.jobDescription);
— Launch the printing using the Print method: pdObject.Print()

More information and examples are available in the Evolis SDK

The PrintDocument Class, with a complete printing example, is documented on MSDN:
http://msdn.microsoft.com/library/System.Drawing.Printing.PrintDocument%28v=vs.110%29.aspx

SpPringca
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Synchronizing the Card processing with the Printer's jobs

5: Wait until the spooler is empty
Spooler method, .NET framework

— Instead of just waiting for a certain amount of time, an event can be triggered, informing when
the printing job is done

— Using the same object as before, use the EndPrint event :

pdObject.EndPrint += new PrintEventHandler(this.onPrintingEnded);

— Note : This declaration must be made before calling the Print() method,

An example can be found on MSDN:

http://msdn.microsoft.com/library/90ac3w6d%28v=vs.110%29.aspx
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Synchronizing the Card processing with the Printer's jobs

6: Wait until the printer is ready, then eject card
Using IOMEM.DLL

— Set a time-out at 1 second: SetTimeout(1000)
— Loop until the printer is ready

* Query the printer status: WritePebble(handle, “Rfv”, 3)

* Wait until the printer answers the command or the time-out fires
(ReadPebble function)

— If result is OK: leave the loop and eject the card: WritePebble(handle, “Se”, 3)
— Otherwise: continue.
— Don't forget to set up a global time-out (say, 60s) to prevent infinite loops.

— If you have to encode/print another card, you may go back to step 1. Otherwise, close the
connection to the printer: ClosePebble(handle)

Complete documentation for IOMEM.DLL is provided in Evolis SDK. Spﬂng



Synchronizing the Card processing with the Printer's jobs

The complete sequence — which involves printing and read/write actions — will take a “long” time.

This implies that the sequence MUST be implemented in a BACKGROUND THREAD (do not try to
implement it in the window's main thread).

Please get familiar with OS' multi-threading implementation and synchronization objects (mutex,
events, asynchronous delegates to interact with the application's window...) and double-check that
there's no chance to have 2 sequences running or a deadlock between the background sequence and
the main thread.

For a better user experience, don't forget to implement a “Cancel” button, and in case of any error
offer to restart the sequence with the same data and visual.
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Side note: following the Card along the Printer's path

After the Card is loaded, it is moved all along the

Printer's path (dashed arrow).

Processing and printing take place during the way
Card loadi
Feeder are foating back.

Card processing & printing

Receiver
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Side note: following the Card along the Printer's path

Feeder

Receiver

Al

RFID/NFC
active zone

When you ask the Printer to move the Card in
position for Contactless encoding
(“Sis” command sent through IOMEM.DLL's SendPebble),

— 1stthe Card crosses the RFID/NFC active zone on
its way rightwards,

— Afterwards the Card comes back, and is stopped
in front of the antenna.
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Side note: following the Card along the Printer's path

Feeder

Receiver

Al

RFID/NFC
active zone

As a consequence, when monitoring the Contactless
coupler (through PC/SC SCardGetStatusChange function), the
sequence you observe is:

— INSERT
— After = 1s: REMOVE
— After = 2s: INSERT

Of course the transaction must be started only after

the second INSERT (which takes place after the Printer's
acknowledgement to IOMEM.DLL)

Spring



Side note: following the Card along the Printer's path

The trouble is, if the Card announces a very long
time-out (FWT parameter in ISO 14443), the

sequence takes longer:

RFID/NFC
Feeder active zone — INSERT

— === -
— After = 3 x FWT: REMOVE
— After = 0.5s: INSERT

Al

Receiver

With FWT = 5s (FWI=14, max value), the final INSERT
is delayed by more than 15s (which looks very long,
but is mandated by the ISO 14443 standard...)

Spring



Side note: following the Card along the Printer's path

You may also observe that the location of the ID-1
slot is also covered by the RFID/NFC active zone.

Feeder activ stops when the Printer signals that a Contact Card is

REIL l The Contactless interface of the CrazyWriter HSP

present, but there's a small delay between the
arrival of the Card in the zone and the presence
signal.

Al

Receiver

As a consequence, a “dual” Card (Contact+
Contactless) will appear briefly on the Contactless
interface before being activated on the Contact
interface.

Spring



Connecting to a smart card, the reliable way

Observe what happens when a Card is inserted in a PC/SC coupler on Windows:

The Card is busy (In use) for a short time (left)

The Card remains present and powered (right)

Eventually, the card is powered down after 10 seconds or so.

£ SpringCard PC/SC Diagnostic

[ Eile | About

6 PC/SC readers

58 SpringCard PC/SC Diagnostic

(= [ et

spring

User scope, All readers
Card ATR

SpringCard CrazyWriter 0

&) SpringCard
@ SpringCard
SpringCard
SpringCard

SpringCard Crazy\Writer SAM C 0
SpringCard CrazyWriter SAM D 0

CrazyWriter Contactless 0 Q In use (shared) 3BEFE001805A08030300000000R0T607E290001F
Crazy\Writer Contact 0 Absent
CrazyWriter SAM A D Absert
CrazyWriter SAM B 0 Absert
Absert
Absert

[ Eile | About

6 PC/SC readers

Status

spring

User scope, All readers

SpringCard CrazyWriter 0
I;} SpringCard CrazyWriter Contactless 0
@ SpringCard CrazyWriter Contact 0
(= SpringCard CrazyWriter SAM A O
SpringCard CrazyWriter SAM B 0
SpringCard CrazyWriter SAM C 0
SpringCard CrazyWriter SAM D D

¢ Present, powered
Absert

o
-

3BEFS001805A08030300000000A07607E290001F
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Connecting to a smart card, the reliable way

Why is the Card “In use” for a while?
This is due to the Windows' services in charge of user login and of digital signature.

They want to check whether the Card is compliant with their technical requirements, so they may
use it to offer interesting features to the user (login using a smart card, cryptography services using
the smart card as primary security provider).

BUT... For us developers, this means that our application is in competition with Windows's services
to access the very Card we want to read/write.

Spring



Connecting to a smart card, the reliable way

As a consequence, when we call SCardConnect with the dwShare parameter set to
SCARD SHARE_ EXCLUSIVE (for obvious security reasons), there's a chance that the function fails
because some other Windows' process is already in communication with “our” Card.

To overcome this, SCardConnect MUST be called in a loop until it eventually succeeds (or the
application gives up after a while).

In an “user-driven” application, the user may be made responsible to “launch” SCardConnect when
clicking a button.

But an application that implements a complete “Process & Print” sequence must loop over
SCardGetStatusChange / SCardConnect automatically.

Spring



Side note: getting rid of Windows' bad habits

Did you notice the notification and the error that is displayed in the Tray Bar when a smart card is
inserted in a PC/SC coupler?

“I8 Installation du pilote de périphérique
Cliquez ici pour obtenir le statut,
“I°L Le pilote de périphérique n'a pas pu étre installé
el Cliquez ici pour obtenir des détails.

Yes, Windows tries to install a driver for every smart card it sees!!!

This is awkward, because only a few smart cards have a driver, implementing services directly usable
by Windows (login, digital signature...). The huge majority of cards don't.

Spring



Side note: getting rid of Windows' bad habits

There are a few solutions to disable this annoying “feature”.
You'll find them in a technical article on our blog:

http://tech.springcard.com/2011/windows-7-smartcard-driver-missing-workaround/

Spring
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Part |ll.

Optimization
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Optimization

SpringCard CrazyWriter HSP comes with a default “fail-safe” configuration that ensures a reliable
communication with virtually any contactless card (PICC) or RFID label (VICC) as well as with NFC Tags
and contact cards (SAM / ID-1).

Developers and System Architects will find in the following pages valuable information regarding the
speed optimization that could be achieved by “tuning” the CrazyWriter HSP for the very card(s) that
will be used.

Spring



Introducing MultiConf software

SpringCard MultiConf is a versatile configuration tool for all SpringCard products.

Using SpringCard MultiConf is the preferred way to configure your SpringCard CrazyWriter HSP from
a Windows computer.

Other tools exist for batch or unattended configuration. Visit tech.springcard.com for details.

Spring


http://tech.springcard.com/

Download and install MultiConf

Go to http://www.springcard.com/en/products/crazywriter-hsp.html
Download the package named MultiConf — Configuration tool for SpringCard products and install it.

Launch the tool.

Introduction to PC/SC development
HB63 Developer's Reference Manua

CrazyWriter HSP Hardware Integration Guide
Drivers
11,2 PC/SC driver for Windows

Software

MultiConf - Configuration tool for SpringCard products

23 gpk
10}

SDK for PC/SC
Links

Firmware upgrade

SPriNgC:


http://www.springcard.com/en/products/crazywriter-hsp.html

Create a new configuration project

In the “New project” wizard, choose PC/SC Readers > H663 family > CrazyWriter HSP (Evolis Card
Printer) and click “Create”.

amil u
(- PC/SC Readers i a e

- HBB3 family = E -
HE12 famity v 4 S '{ Al _'(

i - C5B6 family
|| | = RFID Scanners and Readers

FunkyGate NFC famity HBA35 or HEB3A CrazyWiiter HSP CrazyWiter HSP (Evolis
Card Printer)

- FunkyGate family (2009)

- OEM Readers
-~ Visitor Poirtt
- Automative

CSEHSP

SPringc



Explore the empty project

MultiConf's left panel shows the
product's configuration tree.

The right panel shows the settings.

There a 3 states for every entry in
the tree:

— “Define configuration below”
— “Use Reader's default”

— “Keep Reader's current values”

@ SpringCard Multi:Conf [new project]

) | S

m

ile  Project 7

There is an updated version of this proaram, download i here

zyWriter HSP (Evolis Card Printer)
Care Corfiguration

Configuration of the LEDs

Options for the LEDs and GFI0s

Behaviour of the LEDs and buzzer
4 PC/SC configuration
CLA byte of APDU intempreter
Behaviour of the contactless slot in PC/SC mode
B--ﬂ- Contactless corfiguration

-1 Enabled protocols
Parameters for polling
Optione for paling
Options for T=CL (150 14443-4)
-3 Number of antennas
-4 FELICA corfiguration

Service Codes for Felica read fwrits
4% 150 18092 / NFC-DEP Corfiguration
Global Bytes in ATR_REQ

-4 150 7816 Corfiguration
Voltage classes. select ISO/EMV modes
Max. baudrates for the smartcards
Misc. tricks

‘ Define configuration below: . | ‘ Use Reader’s defaults

O | | Keep Readers cument values |

Allowed baudrates in T=CL (IS0 14443-4)

[[] - reserved for future use

[[] - reserved for future use

/s (D51 =3in PPS5)
/5 (DSl =2in PPS)
/s (D51 = 1in PPS)

(DRI = 3in PPS)
/= (DRI =2in PP5)
/s (DRI = 1in PP5)

@ (D51 =3in ATTRIE)
h @ D5l =2in ATTRIE
[C] Allow 150 14443 B PICC =» HEE3 @ (DS =1in ATTRIE)

‘s (DRI = 2in ATTRIE
/s (DRI = Tin ATTRIB)

Allow 150 14443 B HBE3 == PICC @ /s (DRI = 3in ATTRIE)
w150 1 B HeEe3 =: PICC @
[C] Allow 150 14443 B HEE3 => PICC @




Send a configuration to the CrazyWriter HSP

After editing a configuration, don't forget to save it (File > Save menu).
Then use the Project > Write configuration into reader menu to apply the configuration.

A popup window shows the list of PC/SC readers. Select any slot belonging to the CrazyWriter HSP
you want to configure, and click “OK”.

At the end of the process, the coupler resets.

p Select the communication method and select the reader
@ MultiConf - [[Unamed new project]]
Eile | Project | ? —
1 Edit mode Ctrl+E
f— = PC/SC
i Change product Ctrl+P
Select the target reader:
[ 1|
— | Write configuration into reader Ctrl+W | “ard CrazyWiiter Cortact 0
! SpljngCard ClazyWr?ter Contactless 0
-Cc Readback from reader Ctrl+R. | gggzgg:ﬂ &g:m:; Sl
- SpringCard CrazyWrter SAM C D
Write configuration to a Master Card  Ctrl+Maj+W SpringCard CrazyWriter SAM D 0
; Erase Master Card ct if the reader has a ID-
- Plreremos
i CLAbyte of APDU interpreter
.- Behaviour of the contactless slot in PC/SC mode
- Cprrtactless configuration |no limit
i i~ Enabled protocols

o) Com)




Contactless slot: polling

In the default configuration, the
CrazyWriter HSP looks up for every
NFC/RFID card it may support
(except Kovio RF Barcode).

If you'll be working only with a
particular type of NFC/RFID card,
disable the other protocols to
speed-up card discovery (i.e.
shorten the “polling” sequence).

@ SpringCard Multi:Conf [new project]

=E—)

File  Project 7

!

B
L. -

There is an updated version of this program, download it hers

Crazy\Writer HSP {Evolis Card Printer)
- Care Corfiguration
Configuration of the LEDs
Options for the LEDs and GFI0s
Behaviour of the LEDs and buzzer
=5 PC/#SC configuration
CLA byt of APDU interpreter
i b3 Behaviour of the contactless slot in PC/SC mode
=} Contactless corfiguration
- @ Enabled protocols
Parameters for polling
Optione for paling
- @ Allowed baudrates in T=CL (IS0 14443-4)
Options for T=CL (150 14443-4)
Number of antennas
=5 FELICA configuration
Service Codes for Felica read/write
=+-4% 150 18092 / NFC-DEP Corfiguration
i Global Bytes in ATR_REQ
=4 150 7816 Corfiguration
Voltage classes. select ISO/EMV modes
Max. baudrates for the smartcards
Misc. tricks

Define corfiguration below: O |

Use Reader's defaults ()

Keep Readers cument values

Q<L) [« 1<

b N e S R

-reserved for future use

-reserved for future use

- reserved for future use

JIS:X6319-4 and 150 18092 @ 212 kbit/s and 424 kbit/s Felica / NFC Type 3 Tag)
Kovio RF barcode

Innovision Topaz/Jewel - NFC Type 1 Tag

-reserved for future use

-reserved for future use

Innovatron Jegacy Calypso cards - sometimes called 14443-B)

ASKCTS256B et CTS512B

5T Micro Electronics 5Rxcc

Inside Contactless PicoPass (also HID iClass)

- reserved for future use

150 15693

150 14443-8 - NFC Type 4-B Tag

150 14443-A and 150 18092 @ 106kbit/s NFC Type 2 Tag and NFC Type 4-A Tag




Contactless slot: baudrate

In the default, “fail-safe”
configuration, the CrazyWriter HSP
communicates with the contactless
cards at 106kbps only.

Enable higher baudrates after
validation that your cards work OK
at these baudrates in the Printer.

(Note: due to the location of the
antenna and the Printer's
environment, it may be not possible
to get the same baudrate as in an
“open field” environment)

@ SpringCard Multi:Conf [new project]

|_|:| = [ |

File  Project 7

i

B
L. -

There is an updated version of this program, download it hers

Crazy\Writer HSP {Evolis Card Printer)
- Care Corfiguration
Configuration of the LEDs
Options for the LEDs and GFI0s
Behaviour of the LEDs and buzzer
=5 PC/#SC configuration
CLA byt of APDU interpreter
i b3 Behaviour of the contactless slot in PC/SC mode
=} Contactless corfiguration
Enabled protocols
Parameters for polling
Optione for poling
- @ Allowed baudrates in T=CL (IS0 14443-4)
Options for T=CL (150 14443-4)
Number of antennas
=5 FELICA configuration
Service Codes for Felica read/write
=+-4% 150 18092 / NFC-DEP Corfiguration
i Global Bytes in ATR_REQ
=4 150 7816 Corfiguration
Voltage classes. select ISO/EMV modes
Max. baudrates for the smartcards
Misc. tricks

Define corfiguration below:

o]

UUse Reader's defaults ()

Keep Readers cument values

-reserved for future use
V| Allow 1S0 14443 A PICC

-reserved for future use

V] Allow 150 14443 A HBE3

-reserved for future use

V| Allow 150 14443 B PICC

- reserved for future use
V| Allow 150 14443 B HEE3

V| Allow 150 14443 A HBB3 ==
V| Allow 150 14443 A HBE2 ==

V| Allow 150 14443 B PICC =
=> HB63 @ 424 kbit/s (DS!
V] Allow 150 14443 B PICC =

== HBG63 @ 848 kbit/s (DS =
V| Allow 150 14443 APICC =
V] Allow 150 14443 APICC =>

HB63 @ 424 kbit/s (DSl =
HE63 @ 212 kbit/s (D51 =

PICC @ 848 kbit/s (DRI =
PICC @ 424 kbit/s (DRI
HB63 @ B48 kbit/s (DS] =

HEE3 @ 212 kbit/s (D51 =

=: PICC @ 848 kbit/s (DRI =
| Allow 150 14443 B HE63 =>

7l Allow 1SO 14443 B HE63 == PICC @ 212 kbit/s (DRI = Tin ATTRIB)

PICC @ 424 kbit/s (DRI

=2in PPS)
=> PICC @ 212 kbit/s (DRI =

=2in ATTRIE

=2in ATTRIB

3in PPS)
2in PPS)
1in PPS)
3in PPS}
1in PPS)
3in ATTRIB)
Tin ATTRIE)

3in ATTRIB)




ID-1 contact slot: power class, power up sequence

In the default, “fail-safe”
configuration, the CrazyWriter HSP
supports power class AB (3 & 5V),
and performs the EMV power up
sequence, before reverting to the
ISO power up sequence if the card is
not EMV.

The complete sequences take some
time (up to 2/3 seconds).

If your cards are not EMV, or don't
support 3V power, just set the
parameters accordingly to speed-up
the power up sequence.

@ SpringCard Multi:Conf [new project]

=)

File  Project 7

LR

There is an updated version of this proaram, download i here

ﬂ Crazy\Writer HSP {Evolis Card Printer)

=4 Core Configuration

- Configuration of the LEDs

- (1 Options for the LEDs and GFPIOs
- (1 Behaviour of the LEDs and buzzer

-4 PC/SC corfiguration

{00 CLAbyte of APDU interpreter

Bﬂ- Contactless corfiguration
-1 Enabled protocols
- Parameters for polling
- (1 Options for poliing
- @ Allowed baudrates in T=CL (IS0 14443-4)
- Options for T=CL (150 14443-4)
-3 Number of antennas
-4 FELICA corfiguration
-1 Service Codes for Felica read/write
-4 150 18092 / NFC-DEP Configuration
i L) Global Bytesin ATR_REQ
-4 150 7816 Configuration
el \/oltage classes. select 1IS0/EMV modes
-0 Max. baudrates for the smartcards
- Misc. tricks

: -~ Behaviour of the contactless slot in PC/SC mode

Define configuration below: . | ‘ Use Reader's defaults O | | Keep Readers cument values ‘ F

Configuration of the ID-1 slot

Enable automatic PPS
Enable HSP
Enable EMV power on

FEOOEREE

Contact if the reader has a ID-1 slot, not used otherwise

Configuration of the SAMI1 slot

Enable automatic PPS
Enable HSP

Enable EMV power an
Enable 150 power on

- reserved for future use

Enable cla
Enable cla
Enable class A (5V)

¢ EEO0O0EEO=E

M A" if the reader has 1 or 4 SAMs, not used otherwise i

onfiguration of the SAMZ2 slot

‘

Enable automatic PPS
Enable HSP

Enable EMV power on
Enable IS0 power on
-reserved for future use
Enable cla (1.8V)
Enable cla (3v)
Enable class A (5V)

EEOORROE

"SAM A" if the reader has 3 SAMs, "SAM B” if the reader has 4 SAMs

Configuration of the SAM3 slot

L
\ |
L 1




ID-1 contact slot: power class, power up sequence

In the default, “fail-safe”
configuration, the CrazyWriter HSP
limits its card baudrate to TA1=95
(125000bps), because of the “long”
wiring between the card and the
coupler's electronics.

You may enable higher baudrates
after validation that your cards work
well in the Printer, at those
baudrates.

@ SpringCard Multi:Conf [new project]

=)

File  Project 7

LR

There is an updated version of this proaram, download i here

ﬂ Crazy\Writer HSP {Evolis Card Printer)

=4 Core Configuration
- 1 Configuration of the LEDs
-2 Options for the LEDs and GPI0s
- Behaviour of the LEDs and buzzer
-4 PC/SC corfiguration

{beo CLA byte of APDU intempreter

-2 Behaviour of the cortactless slot in PC/SC mode
Bﬂ- Contactless corfiguration

-3 Enabled protocals

- 1 Parameters for polling

-2 Options for polling
- @ Allowed baudrates in T=CL (IS0 14443-4)

- Options for T=CL {150 14443-4)

- Number of antennas
-4 FELICA corfiguration

-1 Service Codes for Felica read/write
-4 150 18092 / NFC-DEP Corfiguration

i L) Global Bytesin ATR_REQ
-4 150 7816 Corfiguration

- @ Voltage classes, select ISO/EMV modes
- @ Max. baudrates for the smartcards
- Misc. tricks

Define corfiguration below: . Use Readers defaults O | | Keep Readers cument values |

Max_ baudrate for the ID-1 slot

[1250006ps (TA1-85) -
o limit

no li

1075060s (TAT=11)
15625bps (TA1=92)
21500bps (TA1=12)
31250bps (TA1=93)

43000bps (TA1=13)

62500bps (TA1=34)

Bﬁﬂﬂﬂbgs gm =14E
000bp

1720006ps (TA1=15)
2500006ps (TA1-96)

[125000bps (TA1-55) -
"SAM A" if the reader has 3 SAMs, "SAM B” if the reader has 4 SAMs

Max_ baudrate for the SAM3 slot

[125000bps (TA1=85) -
"SAM B" if the reader has 3 SAMs, "SAM C" if the reader has 4 SAMs

Max_ baudrate for the SAM4 slot
[125000bps (TA1=55) -
"SAM C" if the reader has 3 SAMs, "SAM D" if the reader has 4 SAMs




SIM/SAM slot

The same applies to every SIM/SAM
slots.

Configure them (power class, power
up sequence, baudrate), according

€ SpringCard MultizConf [new project]

::Elg

Project 7

File
L8
=

There is an updated version cof this proaram, download i here

% CrazyWrter HSP (Evolis Cerd Printer)
4% Core Corfiguration ‘

o ° ‘

Use

O ‘ ‘Keepﬂeade(kcunemva\ues | M

Cortfiguration of the LEDs

43 PC/SC corfiguration

CLAbyte of APDU irterpreter

Behaviour of the cortactiess siot in PC/SC mode:
¥ Cortactiess corfiguration

Enabled protocols

Perameters for poling

Optionsfor poling

Enable automatic PPS
Enable HSP

Enable EMV power on
Enable IS0 poneran

Oions forthe LEDs and GPIOs .
Behaviour of the LEDs and buzzer Cosiupsstinsiof S liglision

® Alowed baudrates in T=CL (IS0 14443.4)

Nurber of antennas

to the SAM card(s) you'll be using. Erm—

Project 7

There is an updsted version of this program. dowrload it here:

4 CrazyWiter HSP (Evolis Card Printer)
¥ Core Corfiguration
Corfiguration of the LEDs
Options for the LEDs and GFIs
Behaviour of the LEDs and buzzer
¥ PC/SC configuration
byte of APDU intemreter
Behaviour of the contactless siot in PC/SC mode
& Contactless corfiguration
Enabled protocols
Parameters for poling
Options for poling
® Alowed beudrates in T=CL (15O 144434}
Options for T=CL 150 14243-4)
Number of arternas
4 FELICA configuration
Service Codes for Feica read write
¥ 10 18092 / NFC-DEP Corfiguration
Global Bytes in ATR_REQ
4 15O 7816 Configuration
® Volage classes. select ISO/EMV modes
® Max, baudrates for the smartcards
Misc. ticks

Options for T=CL (IS 14443-4) Contact if the reader has aID-1 slot, not used othenwise

o ——

‘ Define corfiguration below: @) ‘ ‘ Uss Reader’s defauts O ‘ Keep Reader's cumsrt valuss

125000bps (TA1=55) -

Contact if the reader has a ID-1 slot, not used otherwise

Max_baudrate for the SAM1 slot
1250000ps (TA1=35)

o limit

1
2)

/B" if the reader has 4 SAMs

172000605 (TAT
250000bps (TAT
e

15)
-96)
125000bps (TA1-35) -

“SAM B if the reader has 3 SAMs, "SAM C* if the reader has 4 SAMs.

Max_ baudrate for the SAM4 slot
125000bps (TA1=55)
“SAM C if the reader has 3 SAMs, "SAM D" i the reader has 4 SAMs

springcard




Important notice

Don't forget to use the Project > Write configuration into reader menu to apply the final
configuration to the CrazyWriter HSP!

@ MultiConf - [[Unamed new project]]

Eile | Project | ?

o Edit mode Ctrl+E
3 —
i B Change product Ctrl+P
Ly i Write configuration into reader Ctrl+W i!
- C:C Readback from reader Ctrl+R I

Write configuration to a Master Card  Ctrl+Maj+W
ct if the reader has a ID-

Eraze Master Card

= P e
i CLAbyte of APDU intempreter

‘... Behaviour of the contactless slot in PC/SC mode
—I- Contactless configuration

Enabled protocols

|no lirmit
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For technical support enquiries regarding the CrazyWriter HSP, please refer to SpringCard
support page, on the web at www.springcard.com/support

The availability of new material (documentations, tools, SDKs) and the firmware updates
for the CrazyWriter HSP, are announced on blog.springcard.com

WWWw.springcard.com
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